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Abstract. Various forms of agreements naturally arise in the service
provider model as well as in multi-party computing models such as
business-to-business, utility and grid computing. The role of these agree-
ments is twofold: they stipulate obligations and expectations of the in-
volved parties, and they represent the goals to be met by the infrastruc-
ture. As a consequence of this latter point, in order to automate run-time
adaptation and management of systems and services, agreements should
be encoded and integrated in management software platforms. In this pa-
per, we review the state of the art in software support for various forms
of agreements, for all stages of their life-cycle. We also review emerging
platforms and technologies in standard bodies, industries and academia.

1 Introduction

We will argue and illustrate in this paper that distributed computing infras-
tructures must incorporate agreements as first-class software building blocks to
support automated adaptation and management in the presence of multiple (pos-
sibly competing) interests. These agreements represent expectations and obliga-
tions of various partners about the functionality and performance of systems and
services. Additionally, these agreements are means to set the objectives for auto-
mated decision-making in system adaptation and management. It can therefore
be useful for an IT operator to formulate objectives in the form of agreements
even if no other parties are exposed to this information.

Modern-day and emerging computing infrastructures are increasingly flexible
in their support of computational and business models, as witnessed by the
developments of adaptive and on-demand computing solutions advocated by
HP, IBM, Oracle, SUN and others. These solutions typically envision a service
provider model for various aspects of computing, such as CPU use, network use,
application hosting, etc. As software platform, such solutions are often tied to
the grid [20], which supports resource sharing across multiple parties using open
software. This software virtualises resources and applications, thus shielding the
customer from the complexities of the underlying infrastructure and providing
the operator with tools to adapt the system gracefully at run-time.
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To enable the mentioned multi-party computing models the supporting soft-
ware infrastructure should make use and keep track of the agreements established
between parties. Therefore, it should embody these agreements in software. Such
run-time agreements can come in various shapes or forms (at times we will use
the adjective ‘run-time’ to stress that we discuss software embodiments of agree-
ments, used at run-time to manage the execution of services). For instance, a
run-time agreement can be defined by an operator to represent aspects of a
hard-copy contract signed between provider and customers. Alternatively, the
run-time agreement represents agreed-upon service levels automatically negoti-
ated by software agents of the provider and customer. Irrespective, the infor-
mation in the agreement can be used throughout the platform as needed, e.g.,
to adapt the system to meet service levels while optimising profits. Agreements
thus naturally fit the service provider model, but also provide the necessary in-
formation to allow for automated decision-making by management software and
self-managing components and services.

Since this article has been prepared for the series of books on architectures
for dependable systems, it is opportune to address the relation of agreements
with both dependability and architectures. The notion of architecture used in
this paper relates to the structure of software platforms (middleware). These
architectures will be heavily influenced by the emergence of the service provider
computing model (including utility or on-demand computing), and by an in-
creased pressure to automate system operation and hence save operational cost.
We foresee a prominent role for agreements, which will be integrated in such
architectures and will be represented as objects, services or other software com-
ponents. Once these are in place, they define the objectives to be used in the
algorithms that adapt systems and services.

With respect to dependability, run-time agreements play a double role, as
indicated above. On the one hand, agreements must be available in system op-
erations software to determine how to adapt the system, also in response to
failures. This entails further automation of the processes traditionally involved
in fault management. On the other hand, agreements are a way of providing
trust in the system, by allowing customers to express their interests, and by pro-
viding them with information about whether the agreements are met (possibly
through a trusted third party).

There are many open issues in the technologies required to support run-time
agreements. The emphasis in this paper is on a survey of existing and ongoing
work related to software architectures, with pointers to remaining research issues.
The survey is extensive, but arguably not exhaustive because of the vastness of
the area we want to cover. In Section 3 we discuss technologies in (1) specifi-
cation, (2) provision, (3) monitoring, (4) adaptation and (5) resolution, roughly
following the life cycle of typical agreements. Table 1 summarizes our findings. In
Section 4 we then discuss representative solutions proposed by standards bodies
(WS-Agreement in the Global Grid Forum), industries (Hewlett Packard and
IBM enterprise IT) and academia (TAPAS, an EU research project). To set the
stage, we first discuss terminology used in this paper and in the literature.
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2 Definition and Terminology

In this paper we research the software embodiment of contracts or other types
of agreement or objectives. As mentioned above, at times we will use the term
run-time agreement to stress we are concerned about utilising these agreements
during service execution. We define run-time agreement as follows.

A run-time agreement is a machine interpretable representation of
agreed-upon service characteristics or objectives, established between
two (logical) parties. These run-time agreements are used as the goals
that drive some form of automation. For this purpose, multiple run-time
agreements may be combined to establish the overall objective.

Software embodiments of agreements have been proposed and implicitly used
in various places, predominantly in the area of policy-based management. For
instance, in the Gallifrey project at Bell Labs [7], goals bound to policy rules
form first class objects in the software architecture. However, most policy work
(see [35] for a survey in network management) focuses on the rules instead of
goals [8].

With the emergence of the service provider model, the distinction between
goals and rules becomes much more important. It does not make sense for a
customer of a utility computing data centre to set policy rules that manage
the system. Instead, this is the responsibility of the service provider, and as a
consequence policy rules and agreed-upon objectives must be decoupled. It also
is not appropriate to assume that written documents can be used to define the
service level agreements, and that operators manually adapt policies based on
these documents. Utility computing or other service provider operations can be
expected to be much too dynamic to allow such slow processes.

The consequence of the above is that open software and standards are emerg-
ing that allow run-time agreements to be exchanged between parties. The utility
system is then managed and adapted based on these run-time agreements. Even-
tually, we expect system management to be so intimately tied to run-time agree-
ment that operators and administrators will introduce additional agreements in
the system, to modify the goals driving the management system. In this process,
system operators move more and more from defining and refining policy rules to
defining and refining goals (as advocated in [8], among others).

It may be good to compare our definition of agreement with existing related
terms and definitions, for instance the definition of service level agreement (SLA)
in IETF RFC 3198 [61]. There, a service level agreement is defined as “the doc-
umented result of a negotiation between a customer and a provider of a service,
that specifies levels of Quality of Service or other attributes of the service.” A
service level objective is “a set of parameters and their value.” This is a very
natural definition, although the explicit requirement that parties negotiate is not
always valid in our setting.

More important is the fact that in the current paper, we consider machine-
interpretable agreements, and focus on run-time software components represent-
ing agreements. This was not the objective behind RFC 3198. Note furthermore
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that the RFC 3198 definition also points to QoS, which is a typical connota-
tion when SLAs are concerned. In this paper we do not restrict the contents
of run-time agreements to QoS. For a good understanding, it is important to
realise that (service level) agreements are not synonymous to QoS. QoS is about
metrics (performance, up-time, throughput), which may or may not be used in
an agreement or SLA to specify expected values, associated penalties, etc.

It is also of interest to clarify the relationship between policies and agree-
ments, since both are often used in system management. The term policy usually
refers to “a plan of actions” [31], while agreements are used to denote a set of
goals. Ideally, the goals represented in run-time agreements should determine
(or be used to parameterise) the actions suggested by the policies (see [8] for
a further discussion of this topic). However, it is important to note that agree-
ments can also be used for adaptation of a system by other means than policies,
e.g., using games, auctions or run-time mathematical optimisation algorithms
(see Section 3.4).

3 Software Infrastructure Requirements

We discuss requirements for software support of agreements in five groups,
roughly corresponding to stages in the life-cycle of an agreement.

1. Specification. Languages and formalisms for expressing the agreement,
choice of metrics, negotiation, run-time embodiment.

2. Provision. Automated and customised deployment of resources and mon-
itoring tools, dealing with resource scarceness.

3. Monitoring. Techniques and tools for collecting performance metrics, al-
gorithms for evaluation of performance, violation detection, third-party in-
volvement, data exchange protocols.

4. Adaptation. Decision-making about new requests and adapting resource
allocations, automated response to changes, business-driven adaptation,
alarm handling, self-management and autonomic management.

5. Resolution. Auditing and non-repudiation, validity of and changes in
agreements, conflict resolution.

Within each item, we touch on a diverse range of issues, from dependability
requirements and automation needs to standardisation and third-party solutions.
Table 1 summarizes our findings.

3.1 Specification

There is a large body of literature available on the specification of service level
agreements, but far less on the formatting of a run-time agreement as a software
building block, for instance through the definition of interfaces. The latter is of
particular interest to us, since it determines the information the software plat-
form makes available for automation. The obvious exception is WS-Agreement,
which we discuss in Section 4.1.
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Table 1. State of the art and open issues
| |Status |Open or Underdeveloped Issues
Specification|-threshold SLAs in commer-|-practical mix of expressiveness and sim-
cial management software|plicity
[45,48] -tool support to define agreements [34]
-QoS languages [2,17,19,21]|-penalties and rewards [16,62]
[28,34,53,55] -business metrics and business-driven
-WSLA [15,33] adopted in|management [9,11,36,62]
WS-Agreement [3] -(domain-specific) ontologies
-WSOL extension to WSDL|-(automated) negotiation [27,30]
[57]
Provision -job and workload scheduling|-mapping (business) metrics on resource
[41] needs [16,36]
-resource provision [2,5,22,49]|-inclusion of QoS concerns [2,5,18]
-monitoring provision [15,53] |-domain or product-specific deployment
templates [22]
Monitoring |-automatic monitor ignition|-measurement exchange protocols [37]
[15,39,53] -business-driven monitoring [9,11]
-third-party monitoring [46] |-performance assessment [41]
-threshold alarms [45] -scaling to very large scale networks
-techniques to enhance trust
Adaptation |-(on-line) optimisation algo-|-guaranteed end-to-end QoS [47,51]
rithms [42,54] -signalling protocols [18,37]
-dynamic resource allocation|-aggregated objective from multiple
[5,13,41] agreements
-domain-specific research pro-|-secure sharing of agreements within and
totypes [12,50,51] across platforms
-service definition extension with adap-
tations [24,32]
-self-management, emerging behaviour
[6,23,26,59]
Resolution |-customer credits [46] -changing and terminating agreements
-non-repudiation with trusted|-resolution protocols
third party [14] -enhanced trust solutions

We envision many run-time agreements to be present at any point in time,
representing agreements with different customers and possibly additional
provider objectives. In software terms, each run-time agreement may be rep-
resented by an object or a service, or they will be aggregated into one software
component to make them simpler to track. Irrespective, to be useful for au-
tomation run-time agreements must contain enough information to facilitate
decision-making: sufficiently detailed statements about expected functionality,
exact enough quality-of-service parameters and values, and reward and penalty
information for met and missed objectives. The latter is particularly important:
without rewards and penalties a decision-making unit can not make trade-off
decisions in times of scarcity. A serious shortcoming in many current agreement
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specification efforts (WS-Agreement is an exception) is the lack of attention
paid to rewards and penalties, possibly expressed in monetary values [9,11,36].
This ultimately will result in suboptimal decisions during the adaptation phase
(discussed below).

In the web services area service descriptions and workflow-style service defini-
tions are commonplace through the Web Service Description Language (WSDL),
Business Process Execution Language, and similar efforts [1]. For every client of
the web service, the web service run-time system maintains information to man-
age the interactions with the client. Arguably, this corresponds to maintaining a
run-time agreement, as we defined in Section 2. Two approaches can be thought
of to populate such run-time agreements with sufficient information for system
management. First, one can leave it to the operator to provide the management
system with additional information about priorities across customers, QoS guar-
antees for customers, rewards and penalties for meeting and missing objectives,
etc. This will require operator tools to facilitate inputting such information. It
is not impossible that commercial software vendors are thinking in this direc-
tion, although we are not aware of other efforts than the WS-Agreement related
research demo Cremona [34].

Alternatively, one can extend the service definition with additional informa-
tion, as is done in Web Service Offering Language (WSOL) [57]. WSOL is fully
compatible with the WSDL description language and extends WSDL with capa-
bilities relevant to service offerings. A key concept in WSOL is that of classes of
services, which are defined as services of the same functionality but with different
constraints. The goal behind this concept is to cater for customers with different
budgets and needs. Thus WSOL envisions that a web service offers a service .S
as a set of classes ¢y, ¢y, ..., ¢y, Where ¢; and c; offer the same functionality but
differ in terms of constraint parameters.

Other related work has been focused predominantly on unambiguous rep-
resentation of QoS metrics [21,33,53,55], sometimes through the application of
formal methods [19,39]. For a recent overview of QoS definition technologies we
refer to [17,28]. Of course, no matter which formal approach is used, the prob-
lem of semantic meaning of objectives will remain, and it may therefore be that
intricate or complete languages will lose out in practice to descriptions with suc-
cinct but sufficient expressiveness. Furthermore, it may be needed to invest in
domain-specific ontologies for agreements, scoped such that one can achieve a
reasonably precise and widely-accepted understanding of terms in the domain of
concern.

3.2 Provision

In this section we consider the first phase in run-time use of agreements, namely
the provision of the service specified in the agreement as well as the provision of
the monitoring software to verify if an agreement is being met.

In terms of the software architecture we can identify a range of possible
approaches to standardisation of provision software. On one end, the specifi-
cation of a service interaction, or of resource usage, is given in the form of a
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file, typically human readable for reasons of convenience. Examples of this are
typical usage scenarios for the grid job submission description language [4], or
utility computing definitions in the SmartFrog language [22]. Alternatively, the
agreement is represented by a first-class software object (or service) with stan-
dardised interfaces. This leaves a more powerful interaction paradigm and is the
idea behind WS-Agreement, which we discuss in detail in Section 4.1. Of course,
independent of the chosen approach, the provision system needs to keep track
of the various agreements in its software.

Provision systems such as SmartFrog predominantly focus on core tasks be-
hind service provision, such as loading, initialising and starting software com-
ponents, in prescribed order. Many challenges exist when one needs to provide
for additional agreement parameters such as QoS, although research attempts
exist in various domains [2,5,18,50]. When we review the technologies of HP and
IBM in Section 4, we see these are driven by utility or on-demand computing
opportunities [29]. The key enabler of utility computing is software for auto-
mated provision, such as SmartFrog [22] and Oceano [5]. Enrichment of such
software to be governed by agreements is needed to deliver on the promise of
fully automated management in multi-party setting.

Monitoring provision. Much of industry research in the area of monitoring
has been concerned with automatically igniting monitor activities, that is, with
automated provision of monitoring. This emphasis is understandable, since one
of the major barriers in using monitoring software is the effort required to in-
strument systems and initiate the monitoring. A well-specified agreement is an
excellent tool to determine what monitoring is needed. The challenge is not to
specify the required monitoring, but to infer from the agreements which moni-
toring software should be started up, who is in charge of the monitoring, when
alarms should be generated and when SLA breaches occur. This idea is described
in [37,53] in the context of web services.

3.3 Monitoring

When run-time agreements are used to guide system or service management, the
issue of monitoring can be dealt with in straightforward manner. An abundance
of monitoring tools is available to collect metrics from almost all elements in the
infrastructure, both commercial, e.g., [40], and Open Source [60]. As we indicated
above, the challenge lies in automatically igniting the correct monitoring software
based on the specification of the present run-time agreements [37,53].

When multiple parties are interested in the monitored data, matters im-
mediately become much more intricate. Each metric in the agreement will be
monitored at one of the two parties, and the results will be reported to the other.
The question then is why the second party should believe the reported results.
All present solutions to this problem rely on a trusted third party [14]. At some
level, a trusted third party is unavoidable, but trust-enhancing techniques for
non-repudiation, privacy and authenticity remain of prime interest.
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Especially when relying on trusted third parties it is desirable to allow agree-
ments to be dynamically initiated, without cumbersome set-up procedures in-
volving the third party. This implies that protocols must be in place to exchange
the needed set-up information and credentials, disseminate data to the right par-
ties, and issue actions to adapt the monitoring software to the new agreements.
A possible solution to the problem is the introduction of a signalling network
overlay, such as the ones proposed in the context of differentiated IP services
[18] and web services [37].

One step beyond monitoring is the inference of agreement violations using the
measured data [45]. Based on this inference, corrective actions can be triggered
and remaining disputes can be dealt with. Potentially, one can build such a
full-blown agreement violation management system as a service, which retrieves
metrics from the databases of the measurement service, performs computation
on them, compares the results of the computation against high or low thresholds
and sends notifications of violations to the interested parties when violations of
agreements are detected. This service then acts as a trusted third party, as we
will discuss in Section 3.5 when we discuss resolution.

3.4 Adaptation

To be useful at the adaptation stage the agreements must provide management
software with the necessary information for system adaptation. The ability to
adapt a system based on the existing agreements is the key behind the autonomic
and adaptive infrastructure proposals from IBM and HP, as we will discuss in
Section 4. However, in reality, current research and developments rarely con-
sider automated adaptation as the goal for agreements, and it can therefore be
expected that the current specification languages need to be modified to appro-
priately specify all elements needed for automated management. As an example,
trade-off decisions require an understanding of rewards and penalties, but many
agreement specifications ignore such aspects.

We envision automated management at the service provider site to be effec-
tively hidden from the customer. However, one could take a different perspective
and assume that the service or workflow description of the service includes a speci-
fication of adaptations, and are thus visible to and possibly parameterisable by the
customer. Technologies based on such an approach have been proposed in [24,32].

There is a rich body of literature on adaptive middleware to guarantee QoS
properties (e.g., [12,50], a survey can be found in [51]). For various application
areas interesting result are available from these projects. The current paper takes
a more generic view at adaptive systems, targeting open software platforms for
general-purpose computing.

Mathematical optimisation algorithms can be used on-line and at run-time
to optimise the actions taken by the adaptive system. The use of such algorithms
has been considered by many authors, sometimes based on SLA specifications,
e.g., [2,7,13,54,58]. However, none of this work has been concerned with how to
integrate such techniques in an open standardised software architecture. Such a
software architecture for mathematical decision making algorithms would have
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to deal with reliability, scalability, privacy and many other issues. It is therefore
of particular interest to study the implications of distributing the optimisation
algorithms. An interesting first step to approach the mathematical and system
issues can be found in [42].

Mathematical optimisation modules as mentioned above provide an infras-
tructure for run-time adaptation of systems, but provide no protocols or message
exchange mechanisms to let adaptation ‘emerge’ in the system. Instead, it pro-
vides optimisation outside the system, aiming at a global optimum. In [26] it is
argued that this is not true self-management, and does not resolve the scalability
issues we will face in the management of truly large-scale systems. Indeed, as dis-
cussed at length in [59], none of the architectures discussed in Section 4 achieves
management based on emerging behaviour. If this lack of self-management in-
deed turns out to hurt scalability, research in biologically or socially inspired
emerging behaviour in computing systems may be of interest, e.g., [6].

3.5 Resolution

The final stage of agreement-based management is the termination and after care
of the agreement. Obviously, this is particularly important if there are disputes
to settle between parties. But also in case of undisputed agreements, dismantling
of the monitoring and adaptation software needs to be taken care of, without
introducing security and privacy vulnerabilities. To the best of our knowledge,
no research about dismantling agreements exists, but it is an important issue.

Related is the issue of introducing changes to existing agreements, realised to
be very challenging but not yet much researched. Issues arise about when exactly
the new agreement is considered to be agreed upon, since it is not always possible
to specify a time instant or unambiguously specify the event that determines
the instance the agreement holds. Similar, at what exact moment does the old
agreement terminate, and when and how does one dismantle the monitoring and
adaptation software? A substantial amount of research will be needed to find
practical solutions for these problems.

In practice, a trusted third party is often considered the appropriate approach
to determine if agreements have been met [46]. The term ‘trusted’ implies that
all parties involved believe monitoring conducted by a trusted third party is
done correctly, consequently, they consider outcomes coming from the trusted
third party to be authoritative. Based on this idea, one can imagine business
models around trusted third parties that monitor, report and discover violations
(compare this with similar monitoring products and services for traditional web
sites from companies like Keynote and AlertSite.com).

A property one would like to establish when information is being exchanged
between customers and providers is that of non-repudiation. Non-repudiation en-
sures that the party distributing the information can not successfully deny at a
later stage knowing about this information. Of particular interest is the recent
work of Cook et. al. [14], which introduces trusted interceptors to achieve non-
repudiation. These interceptors insert signatures, and have a protocol for all par-
ties to agree in non-repudiable way on information updates (e.g., monitoring data).



The Role of Agreements in IT Management Software 45

If future systems exhibit the amount of dynamism we envision in this paper,
agreements come and go at fast pace and in large numbers. When third parties
are involved additional protocols are needed to deploy the monitoring software
from the third party, exchange data and pass on warnings and other information
to the interested party [37]. Hence, as for all other stages, also for the resolution
stage one can imagine protocols to be developed that take care of issues that
involve multiple parties. For instance, these protocols could report violations
and distribute credits to customers if agreements are not met. Such scenarios
are speculative, but open up interesting research opportunities.

4 Existing and Emerging Architectures

Service level agreements are already main stay for IP back bone service providers.
For example, Sprint openly publishes SLAs as well as measured past performance
and availability on the world wide web [56], as do other backbone providers.
The used metrics concern delay, jitter, packet loss and data delivery percentage.
Backbone providers are willing and able to guarantee, measure and expose ser-
vice levels because the service they deliver is under their control, not requiring
a third party for networking (but of course relying on power supply, hardware
and software reliability, etc.). Also when acquiring a virtual private network
(VPN) an SLA is commonly agreed upon between customer and provider [46].
GTE Networks reportedly uses a third party for monitoring, and provides ‘cred-
its’ to customers when SLAs are not met [46]. All contracts signed between
customers and providers contain caveats related to dependency on other par-
ties in the service delivery. A staggering amount of metrics and disclaimers can
for instance be found in JANET’s SLAs for the UK’s higher education net-
work [25].

A recent study suggests that SLAs are becoming increasingly prevalent in
outsourcing deals, some bigger companies reporting to have more than one thou-
sand SLAs closed for their outsourced IT [52]. Remarkable enough, SLA moni-
toring is still in its infancy and some times non-existing [52], but that apparently
does not negate the value of agreeing on an SLA. In general, one would expect
that the service provider model will provide a further push for deployment of
SLAs.

All the above has had relatively little influence on the software architectures
on which services are build. This must change when the services become more
complex and the service usage becomes more dynamic. If customers come and go
continuously (for instance when using computing equipment for scientific com-
putations) or when the application is extremely intricate (for instance when cus-
tomers are load balanced across application servers), integration of agreements
in the software architecture becomes necessary. In what follows we discuss some
important existing and emerging software solutions that aim at that vision.
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Fig. 1. View of WS-Agreement contents and layering

4.1 Global Grid Forum

Web services are becoming a popular infrastructure for developing distributed
systems, particularly in Internet and Intranet setting. One of the distinguishing
features of web services is the large number of activities hosted in standards
bodies defining specific functions which can be combined to create an extremely
rich environment. Agreements have become a part of this suite via the WS-
Agreement specification [3], which has been developed within the Global Grid
Forum (GGF).

WS-Agreement defines a structure into which an arbitrary set of agreement
terms may be placed. The key point is that agreements need not be about any
specific type of service (such as a web service), and so can be created and main-
tained independently of other services. This, in turn, implies that existing service
infrastructures need not be changed to introduce agreements. This imposes the
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layered model shown in Fig. 1. The service layer on the bottom represents the
service which is the subject of the agreement. The WS-Agreement model does
not change this interaction because the agreement is created, managed, and
monitored at a separate logical-layer. One can view an agreement in two ways:
as a document or as a service. In the document view, WS-Agreement defines an
XML Schema which specifies the components of an agreement. In the service
view, an agreement is itself a service which can be monitored and managed in
the same way that other services interact with one another.

WS-Agreement Contents. The agreement document contains the following
sub-sections which are also shown in Fig. 1.

— A Context contains immutable properties of the agreement as a whole. These
include who the provider and consumer of the agreement are, a completion
time for the agreement, and references to other agreements which may be
related to this one. Related agreements can be used in many ways. One use is
to refer to other agreements that are held simultaneously with this agreement
to define a larger aggregate agreement. Another is to allow parties to form
a long standing agreement with shorter term, sub-agreements defined for a
specific interaction at a particular point in time. WS-Agreement currently
does not provide any specifics for how these multi-agreement relationships
are formed, specified or monitored.

— Service Description Terms describe the service to which the agreement refers.
WS-Agreement does not specify the content of them, so they can contain any
arbitrary XML schema. In the simplest case, a description term may contain
only a reference to an existing service to which the agreement applies. In
other cases, these terms could provide detailed specifications of the functional
properties for the service to which the agreement will apply. In these cases,
it will be common for a new service to be created which conforms to these
property definitions.

— Guarantee Terms define the non-functional properties of the agreement. Like
the service description terms, WS-Agreement does not specify what the con-
tents of the guarantee terms are, but it is expected that they contain enough
information that a monitoring system could be configured to enforce the
properties of the agreement. In addition to the non-functional properties,
guarantee terms may also contain clauses referred to as ‘business value’ that
contain rewards or penalties based on a service provider succeeding or failing
in meeting the guarantees.

— Constraints are used to narrow the possible values for either the service de-
scription or guarantee terms. These are placed into an agreement document
called a template which can be published to define a providers agreement
options. The use of templates is described in more detail below.

— All of the terms are grouped by a compositor. The compositor groups the
terms, and provides a logical relationship for those terms. The relationships
are: “all of,” “exactly one of,” or “at least one of.” Compositors therefore
allow for alternative choices within the agreement document. When paired
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Initiator Provider/Responder

Get Template

Fig. 2. Message exchanges in WS-Agreement

with guarantee terms and business values, this allows a single agreement
document to define multiple, acceptable service levels with corresponding re-
wards. Compositors can be nested within one another providing an extremely
rich structure of alternative and required service description or guarantee
terms.

WS-Agreement Workflow. The WS-Agreement specification defines a sim-
ple workflow for the advertisement, creation and monitoring of agreements. It is
anticipated that these basic functions could be combined to perform more com-
plex interactions such as brokering or negotiation though no specific protocols
are presently defined. The basic message exchanges are shown in Fig 2.

The interchange begins when an initiator requests a template document from
an agreement provider. This template effectively defines the structure of the
agreement it supports by defining the terms and their compositor structure. The
template also gives hints to the initiator about acceptable values for those terms
via the constraints described previously. In some cases, this template could be
generated in response to each request, so the constraints could be used to reflect
the current state of the provider.

Upon receiving the template, it is up to the initiator to fill in values for the
terms which describe the desired agreement. It then sends the proposed agree-
ment document to the provider as a create request. The provider can then accept
the agreement in which case it returns a positive acknowledgement which also
contains a handle to the agreement for use in monitoring. This handle provides a
means of interacting with the agreement as a first-class service in a web services
environment. If the agreement cannot be reached, an error is returned.

The initiator can use the handle for the agreement to monitor its state. This
may be through requests to get an updated version of the agreement document
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where term values are filled in to represent the current state of the agreement.
For example, a guarantee term that specifies the performance level may be filled
in with the most recently measured performance observation.

Status. The first version of the WS-Agreement specification is complete. It has
been authored by participants from Globus, HP, IBM and Platform Computing,
and has entered the public comment period at the Global Grid Forum at the
time of this writing. The GGF working group which developed WS-Agreement
is presently working toward defining higher-levels of functionality on top of WS-
Agreement such as more complex negotiation protocols, definition of basic guar-
antee terms which are widely reusable, and possibly profiles for specific interac-
tion models such as brokering or auctioning.

4.2 Industrial Developments: HP and IBM

As we mentioned above, network providers are using SLAs extensively, but this
has had limited influence on software architectures. Instead, the recent flurry of
research and development related to agreements and software architectures is
driven by enterprise IT industry. We discuss this by reviewing the technology
strategy of two major enterprise I'T companies, namely Hewlett-Packard and
IBM.

Hewlett-Packard. Since the early nineties, Hewlett-Packard has been a leading
management software vendor through its OpenView products [40]. OpenView
predominantly focuses on monitoring and visualisation of IT operations. Over
the years, the software has consistently moved ‘up the stack,” expanding the
network monitoring functionality to include system and service monitoring. The
primary user target for this software are IT administrators and data center
operators.

Service level agreements [45] have always been part of monitoring software
such as OpenView and that from its competitors Computer Associates, IBM
Tivoli, BMC Software, etc. In a typical setting, an administrator uses SLA
thresholds to trigger alarms when performance deteriorates. If the metrics are
chosen wisely (that is, based on service or even business considerations [9]), the
SLAs assist in assuring higher level management goals. These ideas are illus-
trated well by the NetGather enhancements of OpenView from software vendor
ProdexNet [48]. However, in reality the use of SLAs is often restricted to some
of the more obvious metrics, such as basic performance and reliability metrics.
Moreover, the level of automation to deal with SLA violations is limited, mainly
targeted to triggering alarms.

Such use of SLAs is widespread in all existing management software but is of
limited consequences to the exploited software architecture. Powerfully expres-
sive SLA languages are not needed if the metrics differ little across customers,
nor are highly effective adaptation algorithms needed if the main objective is
to alarm the administrator. For HP, this has dramatically changed with the
introduction of its adaptive infrastructure software strategy.
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HP’s adaptive infrastructure envisions that future IT is flexible enough to
adapt to any form of change, from newly arriving customers to failing equipment,
from changing business demands to sharing resource ownership. To allow for such
flexibility, the proposed software architecture has three main characteristics:
virtualisation, service-orientation and automation [59]. Virtualisation enables
adaptation by substituting hardware-implemented and hard coded behaviour
with software implemented adaptive solutions. Service-orientation based on web
services is needed for standards-based interoperability, hiding of heterogeneity,
scalability and software reuse. Automation is needed to deliver on the promises of
the adaptive infrastructure vision without requiring prohibitively many highly-
educated technicians.

One can read more about these ideas in [9,59], or in the many web pages
published by HP. HP has chosen to pursue grid and web service standards as
underpinning of the adaptive infrastructure and is leading research and working
groups in GGF [3], chairs the organisation itself, and was instrumental in creat-
ing the link between web services and grid standards through their introduction
of GGF recommendations in the OASIS web services distributed management
working group [43]. Recently, HP moved from their monolithic and sizable util-
ity data center product (discontinued in 2004) to new lighter weight adaptive
infrastructure offerings based on acquired start-up technologies [44] and research
efforts [29].

Within the context of the adaptive enterprise, the main focus with respect
to agreements is on the work in the WS-Agreement working group, co-chaired
by HP, see Section 4.1.

IBM. IBM’s technology strategy is centred on the notion of autonomic com-
puting [10,23]. Autonomic computing suggests that computing systems exhibit
capabilities to recover from failures in ways not unlike the human body’s immune
system: locally initiated and emergent (that is, not dictated by a ‘big brother’
style decision maker). The main driver for autonomic computing is to limit the
amount of personnel needed to run the infrastructure, since human involvement
in IT management is expensive and often a source for failures. Part of the au-
tonomic computing strategy is a focus on on-demand computing and federation
through open, standardised web services.

The technology push from IBM is very similar to that from HP. HP’s adaptive
infrastructure is in spirit and in fact similar to IBM’s autonomic computing,
and utility computing is largely identical to on-demand computing. Also the
business models of the two companies align: from a traditional product focus, the
attention is increasingly on services for IT operations, delivered by consultants,
very often through ‘outsourcing’ deals. Also from this business perspective the
push for automation and on-demand computing fits nicely, since it makes IT
management less expensive.

IBM product technologies around self-healing storage equipment and web
server load balancing have made autonomic computing tangible. Research pro-
totypes such as Oceano [5] have provided an emphasis on software for highly
adaptive systems. With respect to software architectures, IBM focuses on web
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services and GGF grid technologies, implemented through open source proto-
types or on top of IBM’s Websphere J2EE compliant application server. The
work described in Section 4.1 on WS-Agreement is heavily influenced by IBM’s
involvement. In particular, the proposed web service level agreement specifica-
tion language WSLA [15,33] has been modified to be incorporated in the WS-
Agreement proposals.

4.3 Academic Research: TAPAS

We discuss one academic project we have been involved in since it contributes
some interesting technologies to agreement-driven service management
[14,38,39,55]. The project is called TAPAS, which stands for Trusted and QoS-
Aware Provision of Application Services, which has as one aim to develop QoS
enabled middleware capable of meeting SLAs between pairs of interacting par-
ties. It is representative for a range of adaptive middlewares, such as those sur-
veyed in [51], but is of particular interest because of its focus on the service
provider model.

In a typical TAPAS scenario a service provider provides its services to sev-
eral consumers whose access to the service might overlap. The services required
by each client are not necessarily the same and neither are the SLAs that they

Contract
Service description:
The service provider (SP) will provide
1 GByte of storage to the service con-
sumer (SC) for 6 months ...

I1) Functional requirements
1.1 The service consumer shall pay his
bill monthly by the 10™ of the following

month.
service owner 1.2 The service owner shall send his bill
O by the 5" day of the month.
1l) Non-functional requirement

1.1 Response time shall be less than ...
1.2 Max time to repair shall be less than
5 min on working days between

08 and 21 hs.

service consumer,

Signature Signature | )
(service owner) (service consumer,)

service

service consumer,

[ ——;

—

resources

Fig. 3. TAPAS scenario showing provider, consumers and contract
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APPLICATIONS
Inter-organisational QoS monitoring
interaction and
regulation violation detection
QoS enabled QoS management, monitoring and adaptation
application R
server

COMPONENT MIDDLEWARE

Fig. 4. TAPAS architecture showing its main building components

require. As shown in Fig. 3, TAPAS assumes that the service owner is in control
of a pool of resources (Ry, Ra, ..., Rim) used to build the services that its con-
sumers require. Examples of these resources are cpu, disks, database, servers,
etc. Though not explicitly shown in the figure, it is assumed that some of the
resources are owned by the service provider, whereas others are hired from other
providers over the Internet.

In TAPAS interacting parties are mutually suspicious and reluctant to engage
in business interactions unguarded. Because of this, interactions are regulated
by legal contracts signed by the interacting parties. For the sake of simplicity
only one contract is shown in Fig 3, but it should be assumed that the service
provider is involved in multiple contracts, one with each consumer. As shown in
the figure, legal contracts contain, in addition to conventional contract headers,
a list of functional and a list of non—functional requirements, that describe in
conventional English prose, the rights and the obligations that the interacting
parties are expected to honour. SLAs are considered useful if their compliance is
monitored and enforced by computer means at run time. This requirement has a
significant impact in TAPAS middleware. The challenge for the service provider
is to manage his resources in order to guarantee that the contracted SLAs with
his customers are met.

A module architecture of the TAPAS platform is shown in Fig. 4. Without the
three shaded entities a fairly ‘standard’ application hosting environment would
emerge, that is, an application server constructed using component middleware
(e.g., J2EE application server). It is the inclusion of the TAPAS specific entities
that makes all the difference, as we describe.

Inter—organisation interaction regulation. This module represents the
middleware that guarantees that the functional SLAs between two interact-
ing parties are monitored and, possibly, enforced when a violation is detected.
For example, for auction applications, it guarantees that bidders place bids
only when bid rounds are declared open. The current version of TAPAS re-
alises this module as finite state machines that model the functional SLAs
of the original legal contract [39]. Conceptually speaking, this module is lo-
cated between the two interacting parties to intercept messages exchanged
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between the interacting parties and prevent the ones that divert from the
expected sequence from reaching the receiving business partner.

QoS monitoring and violation detection. This module represents the
middleware that guarantees that the non—functional SLAs between two in-
teracting parties are monitored and notifications are sent to the interested
parties when a violation is detected [38]. For example, for auction appli-
cations, it guarantees that the time a response to a ‘PlaceBid’ operation
takes is less or equal to what is stipulated in the original legal contract. In
the current version of TAPAS, this module is realised as (logical) trusted
third parties, which periodically probe the provider to collect metrics about
its performance [14]. TAPAS also proposes the SLAng language for precise
specification of SLAs [55] to reduce the level of ambiguity.

QoS management, monitoring and adaptation. This module represents
the middleware to convert conventional application services into QoS en-
abled ones. For example, this module contains all the necessary logic to
locally monitor the performance that the application service delivers to each
customer and the performance of the resource used for building the service.
Likewise, it contains algorithms for comparison, tuning, optimisation and
adaptation. The current version of TAPAS implements this module as an
adaptive clustering mechanism that incorporates QoS awareness into the
application service. The current environment consists of a set of Linux com-
puters running instances of the JBoss application server.

It is worth emphasising that the three modules discussed above are fairly
independent in the sense that a given application does not necessarily need to
implement the three modules together. For example, it is conceivable that, to
save costs, in an auction application a bidder prefers to exclude non-functional
SLAs from his contract. Similarly, it is quite possible that a provider in possession
of a large number of resources might opt for over provisioning rather than paying
for the cost of implementing and running the QoS monitoring and violation
detection module.

5 Conclusion

This paper surveys the state of the art in technologies for agreements, with
an emphasis on the implications for IT management software platforms. Agree-
ments form the basis for a variety of advanced forms of automated management,
enabling functionalities such as adapting systems to optimise business objec-
tives, resolving conflicts resulting from agreement violations, and gathering non-
repudiable evidence about agreement breaches. As we point out in the paper,
many pieces must come together to achieve such advanced functionality, requir-
ing technological advances in five categories: agreement specification, automated
provision of resources, monitoring, adaptation, and resolution of conflicts. We
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reviewed recent advances in all these areas, summarizing both state of the art
and open problems. We also discussed in more detail the technologies emerging
from industry (HP and IBM), and the software platform support being devel-
oped in standards bodies (WS-Agreement) and academia (TAPAS). The recent
flurry of attention for software support for agreements is encouraging. However,
as can be seen in the overview table (Table 1), many challenges remain to be
addressed on the road to comprehensive automated agreement-based system and
service management solutions.
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