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Abstract— The level of complexity and risks associated with
software have been increasing in line with the growth of the
software industry. Modern software development, with an
emphasis on web and distributed development, presents
specific challenges and risk areas to the software industry
which need to be considered and managed. In this paper we
survey a number of software risk management approaches and
identify weaknesses such as the treatment of culture issues,
geographical location, and process and product perspectives.
These weaknesses must be tackled in order to accommodate
the continuously evolving challenges to web and distributed
software development and to cover some perspectives of the
software industry which have not been well covered up to now.
This work is a part of PhD research at Newcastle University
(UK) to develop an improved approach to measure and control
web and distributed development risks.
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L INTRODUCTION

Software development projects by their nature are a
risky, complicated and multi-dimensional endeavor [1-3].
Software risks have been increasing for as long as the
software industry has been growing [4]. Many software
development projects miss their goals of delivering
acceptable software products within agreed constraints of
time, budget and quality, due to a combination of the risks
themselves, and absent or poor Software Risk Management
(SRM) [5, 6]. SRM s still evolving, and many software
managers have only a limited understanding of its concepts
[3]. Industrial risk management practice tends to lag behind
recommended risk management approaches, although there
are exceptions [3, 7, 8]. This lag is clearer with Web and
Distributed (W-D) software development, where the level of
SRM practice is still low. This paper aims to investigate the
abilities of existing SRM approaches in managing W-D
software development risks, and to explore their weaknesses
(the gap in the field). It gives a background on software risk
management (Section 2), W-D development challenges and
their source of risks (Section 3), and then it reviews the
existing SRM approaches (Section 4), comparing them
based on specific criteria factors (Section 5) in order to
investigate their abilities to manage W-D development risks.
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We then present our conclusions and suggest future work in
Section 6.

IL.

This section gives a background of SRM and its related
definitions.

A. Software Risk

Software Engineering Institute (SEI ) defines risk as “the
possibility of suffering loss” [9] and it defines loss in a
development project, as “ the impact to the project which
could be in the form of diminished quality of the end
product, increased costs, delayed completion, loss of market
share, or failure.” [9].

For each risk there are two aspects: risk probability and
risk loss. These aspects are used to estimate the impact or
Risk Exposure (RE) [10], as follows:

BACKGROUND

RE=P(UO) . L(UO) where,

RE is the Risk Exposure (or risk impact)

P(UO) is the probability of an unsatisfactory outcome
L(UO) is the loss associated to unsatisfactory outcome

Risk probability estimation is not a straightforward task
and can not be 100% accurate (as otherwise there is no risk).
Some probability estimation techniques use qualitative data
and then convert it into its equivalent quantitative data using
some equations, risk-probability table, checklists or relative
scales [5, 10] where some others use subjective Bayesian
approach [11] or other techniques.

The top ten software risk items (listed below), which are
introduced by Boehm, are examples of sources of risk for
software development projects [10].

e  Personnel Shortfall
Unrealistic Schedules and Budget
Developing wrong software functions
Developing wrong user interface
Gold Plating
Continuing stream of requirements change
Shortfalls in externally furnished components
Shortfalls in externally performed tasks
Real-time Performance Shortfalls
Straining Computer-science capabilities
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A further list of software risk items was introduced by

the author and others [12] which includes:
e Bad traceability
Insufficient verification and validation
System complexity
Customer unsatisfied at project delivery
Risk reducing technique producing new risk
e  Catastrophe/Disaster

Any list of software risk items will need to be updated
from time to time, when there are new changes or
challenges in software development technology and
environment (e.g. social and culture issues, geographically
dispersed, new technologies). The significance and type of
risks and their sources will also inevitably evolve over time.
As an example a recent review [13] found that different
authors have identified or proposed different software risks
which means that the number and items of software risks are
not fixed. Therefore, new or improved methodologies,
techniques and tools to identify, measure and control them
are needed.

B. Software Risk Management (SRM)

Boehm [14] defined SRM as “a discipline whose
objectives are to identify, address, and eliminate software
risk items before they become either a threat to successful
software operation or major sources of software rework”.
The main purpose of risk management is to identify potential
problems of technical and management aspects before they
occur and then take actions to decrease their impact [15].
Fig. 1 shows the basic steps of SRM [10].

C. Software Development Perspectives

Software development has three perspectives: project,
process and product[16, 17]. Looking at these perspectives it
is expected that each one of them includes, or could be
affected by, different types of risks. For example, the
“personnel shortfalls” risk item mainly affects the project
perspective, “bad traceability” and “poor testing” affects
process whereas “product with wrong functionality” affects
product. However, one risk item may affect more than one
perspective. Risk management is becoming an important
issue from these three perspectives [16, 17].

Risk Assessment Risk Identification

Risk Analysis
Risk L Risk Prioritization
Management
— Risk Management Planning
Risk Resolution
Risk Control L Risk Monitoring

Figure 1. Software Risk Management Basic Steps [10]
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A number of challenges to traditional software
development can be seen in the fields of distributed and web
development. The following section focuses on these
challenges.

CHALLENGES

A. Distributed Development Challenges

Distributed Software Development as described by
Jimenez and others [18] is a type of development that
"allows team members to be located in various remote sites
during the software lifecycle, thus making up a network of
distant sub-teams". Distributed software projects are usually
developed by teams working collaboratively via
communication channels (e.g. networks, internet, emails)
across many locations. Software developers have adopted
distributed software development as a way of reducing the
cost and increasing their projects productivity [19].
Developing software across distributed sites presents many
challenges which are summarized in the following points[20,
21]:

¢ Inadequate informal communications
Lack of trust
Culture differences (e.g. different language, different

corporate culture and different developers’
background)
e Time-zone difference (leading to ineffective

synchronous communication )

Development process differences

Knowledge management challenges (most of the
existing management approaches are designed for
co-located teams).

e Technical issue: Incompatible data formats and

exchanges.

e Security issue (Ensuring electronic transmissions

confidentiality and privacy).

All of these challenges could be sources of risk in a
variety of development types. In the case of distributed
development, they are particularly prevalent challenges and
need to be considered by any proposed risk management
approach.

B.  Web Development Challenges

Web applications are a typical example of web
developments, which have become a common type of
modern software application. Mendes [22] defines a web
application as “an application delivered over the Web that
combines characteristics of both Web Hypermedia and Web
Software application”.

Web applications may be deployed instantly worldwide,
without any need for installation and upgrading manuals
[23]. They are growing very fast compared with the
traditional software which makes them an important part of
the business and software industry. High-performance web
sites and applications are used widely in business-to-business
ecommerce and many types of services as fully functional
systems [24, 25].

The development, running and deployment environment
of web development need to be considered carefully as well



as the significance of associated challenges and risks.
Features of the W-D environment such as diversity and rapid
change, present new challenges for the developer, manager,
and to traditional project management approaches [25-28].
More effective risk management methods, models and tools
should be introduced to tackle the lack of existing
approaches to deal with these challenges [8, 29, 30].

The importance of web risks is different from others in a
number of ways:

e Their impact and significance are different. For

example the exposure to security threats is higher in
the web [31-34].

e As web applications may be deployed instantly
worldwide [23] their risks can affect wider range
of components and applications simultaneously in
very short period of time.

e  Additional risk sources related to W-D environment
include communication, culture, diversity and
difference in geographical locations [35-38].

e Estimation of risk probability and loss is more
difficult because of the involved challenges and
relative lack of experience with them.

Ideally, assessment and management of web
development risks should be performed during the whole life
cycle of the projects [39], but unfortunately, the majority of
web developers use a reactive risk strategy (they do not act
until something goes wrong). This strategy is insufficient
because it makes software projects vulnerable to any type of
risks at any time without effective assessment and control
[40].

There is no way to avoid risks in W-D development, so
(as with other types of risk) the solution is to attempt to
manage them. The following section gives an overview on
the state of the art of existing software risk management
approaches and illustrates their strengths and weaknesses.

Iv.

There are many different SRM approaches. Some of
these approaches are named “models” and others are named
“frameworks” or “methods”, but they have the same target,
which is managing the software risks.

Existing SRM methods, models and tools are reviewed.
Each of the approaches uses some steps, components or
techniques which may be different or have some similarities
with other approaches.

SOFTWARE RISK MANAGEMENT APPROACHES

A. Existing Approaches

Among the existing approaches only nine of them have
been selected for detailed comparison in this study. The nine
approaches are the ones which are expected to satisfy the
needs of risk management for software industry in W-D
development environment. The approaches were selected
because they are dedicated to manage W-D development
risks, or related aspects. The compared approaches are
described hereafter:

a) DS-RM-Concept:

Distributed Software - Risk Management Concept (DS-

RM -Concept) has been designed based on the idea that
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communication and continuous risk assessment play a vital
role in managing the risks. Risk assessment in this approach
uses three concepts: reviews for risk identification,
snapshots for analysis and reports for assessment [41].

b) EBIOS Methodology:

Originally the EBIOS (In French: Expression des Besoins et
Identification des Objectifs de Sécurit¢) method has been
introduced by Central Directorate of Security of Information
Systems (DCSSI) in the French government. It is a risk
management methodology concentrating on Information
Systems Security (ISS) risks. It consists of a set of guidance
steps and it is supported with a free open source software
tool. The methodology has five phases: Context Study;
Security  Requirements  Checklist;  Threats  Study;
Identification of Security Objectives and Determination of
Security Requirements [32, 42]. EBIOS could be used to
manage some security risks in W-D.

C) ProRisk Framework:

ProRisk is an open system where the users can develop,
calibrate a choice from published models (templates) or use
different models to accommodate their project need. It is a
risk management framework for small and large software
projects. However, in order to provide project risk factor a
detailed analysis of the project is required [43].

d) Riskit Method:

Riskit method is a software risk management method
introduced by Jyrki Kontio [44]. Fig. 2 shows the process
diagram of the method. Riskit method is designed to provide
organized SRM process and to support involvement of all
relevant stakeholders in risk management process [45]. The
method is provided with analysis graph and it uses a specific
ranking technique called Riskit Pareto Ranking Technique
which uses probability and utility loss ranking [46, 47].
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Figure 2. The Process Diagram of Riskit Method [44]



e) SoftRisk:

SoftRisk is model to manage software development
risks introduced by the author and others[5]. Fig. 3 shows
the main steps of SoftRisk model [5, 30, 48].

Figure 3. The Main Steps of SoftRisk Model[5]

The model is designed based on the idea of documenting
and using historical risk data and focusing on top risks in
order to reduce the effort and time in managing software
risks. The model has been supported with a prototype tool.
) CMMI-RSKM:

Capability Maturity Model Integration (CMMI) is an
approach for improving processes within organization. The
guidance which is provided by CMMI consists of a group of
steps to improve development management, services, and
maintenance of products. CMMI has RiSK Management
(RSKM) process area and it has been adopted worldwide by
many organizations. Its models cover development,
acquisition, and services in projects [47, 49-51].

g) PMBOK RM Process:

Project Management Body of Knowledge (PMBOK) is a
process introduced by Project Management Institute (PMI).
Its third edition was published in 2004. The PMBOK
combines nine areas of knowledge (Integration, scope, time,
cost, quality, human resource, communications, purchase
and risk). It consists of four process phases - Initiating,
Planning, Executing, and Closing. It can be considered as
standard for Project Management [47, 52, 53].

h) GDSP RM Framework:

Geographically Distributed Software Projects (GDSPs)
is an integrated framework to manage risks in distributed
software projects. It emphasizes on many aspects which are
shared between GDSPs and web application developments.
The idea behind this framework was based on synthesizing
some known risks and risk techniques into integrated
approaches. GDSPs links resolution techniques into project
risk areas [38]. Elements of the framework are illustrated in
Fig. 4.

i) Risk and Performance Model:

This model is designed to inspect the relationship

between risk and project performance. This includes product

and process performance. For this purpose six dimensions
(Organizational Environment, User, Requirements, Project
Complexity, Planning & Control and Team risk) of software
risks are used by the model [54].

¢ ¢ ¢

Project Manager and Participants Project Manager and Participants  Project Manager and Participants

Risk Assessment | | Risk Control 1\ Risk Management
Planning
Risk Risk Risk
Assessment | | Assessment | Assessment Revisited Periodically

Project Manager  Participant(s) Sub Project(s)

Figure 4. Elements of GDSP’s Risks Management Framework [38]

V. ANALYSIS

The approaches were reviewed for their ability to
manage risks of modern software development under the W-
D environment and how they can deal with their challenges.
In order to see their weaknesses and strengths, a comparison
between them has been conducted based on our predefined
criteria factors.

The criteria factors were prepared after the challenges,
risk areas and characteristics of W-D development were
identified, by conducting a risk management practice survey
and literature search [16-18, 20-25, 28-41]. In order to get a
consistent list of criteria factors initially, a list of all criteria
factors has been created and then the most related ones to
W-D software development were filtered. Meanwhile, some
other factors are specified in order to cover aspects which
we felt that were not touched before.

The factors cover important risk management aspects
(e.g. Perspectives, Communications, Geographically
Dispersed, Evolving Environment, Risk Management
Evolution, culture issue and Interoperability tracking).

The comparison has been conducted based on available
literature such as papers, reports, previous comparison,
formal websites of the approaches and related technical
reports (references are mentioned above in Existing
Approaches Section). Table 1 shows the result of the
comparison.

In Table 1 there are three options for each criteria factor:

v when the factor is supported or agreed by the

approach.

X if the factor is not supported or not agreed by the

approach.

P if it is partially supported or partially agreed by the

approach.

Table 1 can be read either horizontally or vertically. If it
is read horizontally then the numbers on the table represent



the total of points that each criteria factor has got from all of
the approaches for each one of the above three options. If
the table is read vertically then the numbers represent the

TABLE L

total of points each approach has got for each one of the
above three options.
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Total:

288

From the numbers that appear in Table 1 it can be noticed
that the total number of criteria factors that are supported or
agreed by the approaches has got 56 points from the total of
points which is 288 (with percentage 19%) The ones which
are partially supported or partially agree have got 66 points
(with percentage from the total of points 23 %) whereas the
factors that have got the lowest support by the existing
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approaches have got the highest number of points, 166 (with

percentage 58%). The criteria factors that have got the lowest

support are:

Covering of process and product perspectives

e  Consideration of: Geographically dispersed, Social
and legal issues, Intellectual property, Ethical issues,



Multicultural environment and
environment

Preparedness for atypical risks

Plain risk management type

Evolution of SRM processes
Exploration of SRM Risks itself

Risks side affects absorber mechanism
Risks interoperability tracking
Standard Operation Procedures

As can be seen in Table 1, the points are different from
one approach to another. This means that a weak aspect in
one approach could be a strong aspect in another one. This is
clear from the totals points at the end of each approach. On
the other hand there are many similarities between many
approaches in many aspects as they have the same selections
for some criteria factors.

In general, the associated weaknesses of existing
approaches which have resulted from the comparison in
general can be summarized in the following points:

e  Most likely that the existing approaches concentrate
on project perspective of software development and
they do not pay enough attention to other
perspectives (Process and Product).

e They do not accommodate the continuous
evolvement and changes issues of software industry
and they do not consider aspects related to web, and

Evolving

distributed  development  environment  (e.g.
geographically dispersed, time zones differences,
intellectual property, culture issues, evolving

environment etc.).

e Lack of preparedness to atypical risks (No absorbing
mechanism for side affects of atypical risks).

e They do not suggest any effective mechanisms to
monitor or trace risks interoperability and
dependences.

e They are not flexible enough and they offer only
deep type of risk management. Plain risk
management is not offered.

e Not enough monitoring to SRM performance and its
associated risks.

e Most of the approaches are focused on theoretical
aspects and do not provide clear guidelines for
practicing.

VL

In this paper we have identified W-D development
challenges and shown how the importances of risks in web
are different from others. Related existing software risk
management approaches are reviewed and compared in order
to investigate their weakness and strengths in managing W-D
development risks. The comparison is based on special
criteria factors which are prepared carefully in order to
examine the ability of the approaches to manage the risks of
W-D software development. It can be concluded that though
there are many software risk management approaches the
gap is still large between the existing approaches and actual
practicing in software industry practice. This is due to the
associated weaknesses in the approaches (e.g. not enough

CONCLUSION AND FUTURE WORK
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consideration to: difference in geographical locations, culture
issues, process perspective and product perspective).

From Table 1 the following points can be concluded:
= There is no one approach which is able to manage software
risks in W-D environments alone, unfortunately the strengths
of the approaches are dispersed between them. In current
situation the developers either have to use more than one
approach or miss some aspects and support.
= Tackling the weaknesses of the approaches and combining
the strengths of them in a new approach is a step toward
improving risk management in W-D environment.

For effective risk management in W-D development all
challenges, characteristics, risk areas, development and
running environment and development perspectives (project,
process and product) and other related aspects must be
considered.

The reviewed approaches have added significant value
to traditional software development projects, but it is clear
that the web application developments are not yet well
covered. As a part of PhD research an approach to manage
W-D development projects risks is ongoing. The approach
aims to tackle the existing approaches weaknesses and to
come with new management concepts in order to improve
the level of practicing of software risk management in the
field. While the approach is particularly aimed towards W-
D development, it should be applicable to modern software
developments in general.
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