Newcastle
Qe Lniversity

COMPUTING
SCIENCE

Proceedings of Formal Aspects of Virtual Organmzi2009

Jeremy W. Bryans and John S. Fitzgerald (Eds.)

TECHNICAL REPORT SERIES

No. CS-TR-1176 November 2009



TECHNICAL REPORT SERIES

No. CS-TR-1176 November, 2009

Proceedings of Formal Aspects of Virtual Organisatins
2009

J.W. Bryans, J.S. Fitzgerald (Eds.)
Abstract

This report contains the proceedings of the 200&skmp on Formal Aspects of
Virtual Organisations, held in Eindhoven on 3rd Bimber 2009

© 2009 University of Newcastle upon Tyne.

Printed and published by the University of Neweaspon Tyne,
Computing Science, Claremont Tower, Claremont Road,
Newcastle upon Tyne, NE1 7RU, England.



Bibliographical details

BRYANS, J.W., FITZGERALD, J.S. (EDS.)

Proceedings of Formal Aspects of Virtual Organ@agi2009
[By] J. W. Bryans, J.S. Fitzgerald (Eds.)

Newcastle upon Tyne: University of Newcastle upgnd: Computing Science, 2009.

(University of Newcastle upon Tyne, Computing Scentechnical Report Series, No. CS-TR-1176)

Added entries

UNIVERSITY OF NEWCASTLE UPON TYNE
Computing Science. Technical Report Series. CS-TR-117

Abstract

This report contains the proceedings of the 200&ksmp on Formal Aspects of Virtual Organisatiomsid in
Eindhoven on 3rd November 2009

About the editors

Jeremy received his BSc in Mathematics and Compuien&e from Reading University in 1993, and his RinD
1997, also from Reading University. He has worked mumber of university departments, including Royal
Holloway, Kent and Stirling, and has been at Neweasnce December 2002. His research is in tharig of
information within large computer-based systemga#ticular area of current interest is access obtie
development and maintenance of access controligeldthin dynamic coalition. In the past at Nesttahe has
worked on including DIRC (the Interdisciplinary Resga€ollaboration on Dependability) and GOLD (Grid
Oriented Lifecycle Development) He is currently édoyed on the User Friendly Grid Security projeatl amAmS
(Trustworthy Ambient Systems). He is part of the REISnetwork, and a member of RESIST's working groop
Verification.

John Fitzgerald is a specialist in the engineeohgsilient computing systems, particularly inaiigus analysis
and design tools. He is perhaps most closely assacwith the Vienna Development Method (VDM). A
particular area of interest is predictable dynaregilience: the design of systems that reconfiguresponse to
threats while retaining predictability. John isremtly seconded to the Deploy project, leadingvidsk on
achieving and demonstrating dependability throdnghdeployment of formal methods in four industrgtees. He
recently initiated work on resilience-explicit coatimg in the ReSIST European Network of Excellence o
Resilience in Information Society technologies, aaapt taken up in the two projects that he leaiglyowithin
the UK Software Systems Engineering Initiative S3fi§ newest project on the use of formal modelsugoport
collaborative modelling and simulation in the desif embedded systems (DESTECS), starts in earl§.20&hn
studied formal proof (PhD, Manchester Univ.), beffmining Newcastle, where he worked on formal giesi
techniques for avionic systems with British Aerogpdde went on to study the potential for industaiaplication
of formal modelling (specifically, VDM and its supgt tools) as a SERC Fellow and later as a Lecturer a
Newcastle. He returned to the University in 2008/ihg established the design and validation teafmatsitive,
a successful SME in the embedded processor matkes Chairman of FME, the main European body bniggi
together researchers and practitioners in rigonoethods of systems development.

Suggested keywords

FORMAL METHODS,
VIRTUAL ORGNAISATIONS



Proceedings of
Formal Aspects of Virtual Organisations 2009

3rd November, 2009, Eindhoven

Editors
Jeremy W. Bryans and John S. Fitzgerald

Contents

Structure and Behaviour of Virtual Organisation
Breeding Environments
Laura Bocchi, Jo® Luiz Fiadeiro, Noor Rajper and Stephan Rei -Marganiec 2

Formal Modelling of a Usable Identity Management Solution for
Virtual Organisations
Ali Nasrat Haidar 17

Common Representation of Information Flows for
Dynamic Coalitions
Igor Mozolevsky and John Fitzgerald 27

A Framework to Manage the Complex Organization of
Collaborating: Its Application to Autonomous Systems
Peter Johnson, Rachid Hourizi, Neil Carrigan and Nick Forbes 38

Virtual Organisations as Agent Societies
Jarred McGinnis, Kostas Stathis and Francesca Toni 49

Developing Autonomic and Secure Virtual Organisations
with Chemical Programming
Alvaro Arenas 62



Structure and Behaviour of Virtual Organisation Breeding
Environments

Laura Bocchi, JaAFiadeiro, Noor Rajper and Stephan Reiff-Marganiec

Department of Computer Science, University of Leicester
University Road, Leicester LE1 7RH, UK

fIb148,jose,nr76,srm13 g@mcs.le.ac.uk

This paper provides an outline of a formal approach that we are developing for modelling Virtual Or-
ganisations (VOs) and their Breeding Environments (VBES). We propose different levels of represen-
tation for the functional structures and processes that VBEs and VOs involve, which are independent
of the speci®cities of the infrastructures (organisational and technical) that support the functioning
of VBEs. This allows us to reason about properties of tasks performed within VBEs and services
provided through VOs without committing to the way in which they are implemented.

1 Introduction

This paper reports on on-going work towards a formal approach for modelling virtual organisations
(VOs) and their breeding environments (VBES) in the sense of [10]. A VBE de®nes a base long-term
cooperation agreement among a number of participants (individuals or institutions) and characterizes
their interoperable infrastructure [9]. As such, a VBE represents the organisational context in which the
creation and operation of VOs takes place; VOs are seen as ensembles that are formed dynamically to
provide high-level functionalities, or services, by sharing a number of resources in a distributed way,
using the new connectivity environments that are being made available through Global [15] and Grid
Computing [14].

The purpose of developing a formal modelling approach echoes the challenge of building 2Veri®able
VOsP® as raised in [7]. This implies that our approach is unavoidably partial: as in any formal account of
the real world (which includes business), we need to operate on abstractions that are amenable to some
form of mathematical representation and analysis. Our approach de®nes different levels of representation
of VBES, VOs and their activities, which are essential for supporting several forms of analysis, from the
properties of the coordination structures that are put in place through policies and work ows to the
management of the resources that are shared within a VBE and used by their VOs.

There are multiple levels of abstraction at which formal methods can operate. In this paper, we ab-
stract from the speci®cities of the infrastructures (organisational and technical, including IT) that support
the functioning of VBEs: we aim for an “infrastructure-agnostic' account of the functional structures and
processes that VBEs and VOs involve. We concentrate on the functional and behavioural aspects in
which partners and resources are involved without committing to the way in which they are effectively
implemented. Therefore, we do not model the brokers (human or software) that procure services that
can be used to create business or the communication networks that support interconnectivity © what we
could call the VBE middleware.

We are also aware that the model that we present in this paper misses several aspects of VBEs. For
instance, we do not address at present the decision-making processes through which VOs are created
within a VBE or the actual business goals that preside to the creation of a VBE (see [11] for an overview
of some of the formal approaches that have been proposed to address these issues). However, we do
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intend that the formal models that we propose can be used to inform such processes, for instance by sup-
porting stochastic analysis on the usage that VOs can make on VBE resources or validation of functional
properties that VOs offer through services, something that we are leaving for future work.

Our approach supports the de®nition of a structural and behavioural model of a ®xed VBE based on
three different levels of representation: (1) the de®nition ofprsistentfunctionalities of the VBE;
(2) the de®nition of théransientfunctionalities of the VOs that are offered by the VBE at a speci®c
moment in time, what we calllusiness con®guratiaf the VBE; and (3) the ensemble of components
(instances) and connectors that, at that time, deliver the services offered by the VOs present in the busi-
ness con®guration, what we calktate con®gurationThese levels are not “architectural layers": they
do not contain entities that interact with entities in other layers. Rather, they represent a hierarchy of
representations at a ®xed time: the ®rst level is invariant, i.e. it provides a representation of those aspects
of a VBE that will not change; the business con®guration at the level below captures the way the VBE is
logically organised at that time in terms of VOs; the state con®guration represents the actual “physical’
instances of the VOs that are currently operational, i.e. which speci®c services are currently being pro-
vided within the VBE. "Real' entities are only represented in state con®gurations: the other levels deal
only with types of entities.

More speci®cally, the three levels of representation are modelled as follows:

A VBE consist of (1) a collection ofesources (2) a consortium of (persistenpartners (3) a
number ofpolicies constraining the way resources can be shared and the partners agree to do
business together, including rules for the consortium to expand for establishing speci®c VOs; and
(4) a number of supportinsksthat operate processes (management or otherwise) that serve the
roles enacted within the VBE. These constituent elements are invariant, i.e. they are present in
every business con®guration of the VBE (in the sense explained below).

The current business con®guration of a VBE, is understood as (1) the collection of additional
(non-permanent) partners, that we aabkociatesand resources that are part of the VBE; (2) the
tasks that support the roles of the new partners and their resources; (3) the VOs that the VBE
currently supports; and (4) the policies that apply to their instantiation and their coordination at
any given time. Tasks and VOs may rely on complementary, transient partners (which we call
“associates') that join the VBE to provide speci®c business services and remain in the VBE only
while those services are required. Associates can be ®xed at VO-creation time or discovered on
the "y when needed, subject to service-level agreements, in order to be able to accommodate the
needs of speci®c clients.

The current state con®guration of a VBE consists of ‘components’, connected through “wires',
that jointly operate the tasks and the services offered by the VOs that are running in the current
state. These components include the shared resources of the VBE as well as those that are brought
into the VBE by the associates. The topology of the con®guration (the way components are wired
together) re ects the policies established at the level of the current business con®guration. At
this level, one can determine levels of resource consumption or properties of a number of other
parameters, including measures of quality of service.

Part of the importance of distinguishing between these three levels is that we can account for two different
kinds of change (admitting that the VBE level is invariant, the creation of which we do not model at
present):

Changes in the business con®guration re ect the creation or deletion of tasks or VOs. Creating
a new VO may involve identifying associates or the criteria that will need to be observed for



discovering such associates on the "y, depending on the nature of the customers that procure the
service (in which case each service may involve different associates). Deleting a VO requires
that the current state con®guration is in a quiescent state relative to that VO, i.e. that none of
the services offered by the VO is currently active. Changes at this level are triggered by business
concerns (which we do not model at present).

Changes to the state con®guration result from the launching of (instances of) tasks or of services
provided by one of the VOs present in the business con®guration, which dynamically adds (or
removes) components or wires to (from) the current state con®guration. Changes at this level
are triggered by the actions performed by or through the components and the communications
exchanged through the wires that connect them.

Given the way levels are organised, these changes take place in different "timebands' in the sense of [8],
i.e. the levels induce different granularities of time: the state-con®guration changes take place within a
®xed business con®guration, meaning that business con®gurations induce a coarser time scale.

Given the limited space available, we focus only on the VBE and business con®guration levels. In the
sequel, we outline the formalisms and methodology that we are proposing for each level of representation
and change, which we have adapted (and extended) from recent work on service-oriented modelling
[12, 13]. Essentially, we use graph-based representations to formalise and establish relationships between
the two levels D logic/process-based formalisms for the speci®cation of activities and services.

2 A Model of Virtual Organisation Breeding Environments

As already mentioned, we see a VO as a dynamic ensemble of entities that operate over a communication
and collaboration network through which they can share resources to offer services. Some of those
entities and resources are provided by the VBE in which the VO was created; others are external to the
VBE and co-opted or procured to satisfy the business goal of that particular VO. We de®ne a (formal
model of a) VBE to consist of:

A collection of persistent partners, where a partner consists of:

I+

Its name (individual or organisation, virtual or not);

A collection of attributes through which policies can be de®ned on the involvement of the
partner in business con®gurations.

I+

A collection of persistent resources where a resource consists of:
* Its identi®er;
+ A collection of attributes through which the usage of the identi®ed resource can be monitored.

A collection of policies expressed over partners and resources that apply to all business con®gura-
tions of the VBE.

A collection of tasks that support the roles enacted within the VBE. A task is de®nethbly-a
moduleconsisting of:

+ Component speci®cations that are used in state con®gurations as interfaces to the partners
(in which they are callederves-interfacgsor resources (in which they are calledes-
interface$ involved in the task;

+ Speci®cations of components and wires that jointly orchestrate the task.



+ Mappings from theserves-interface@§esp.uses-interfacego the partners (resp. resources)
of the VBE complete the task de®nition.

Notice that we separate tkeessk-moduldérom the way it is used in the VBE. Effectively, task-modules
are design primitives that de®ne patterns that can be reused in the de®nition of VBESs.

As an example, we use a very simple scenario: a group of hotels, a car rental company and a guided-
tour company decide to create a VBE ¥sitUsD to promote tourism in the local town.

The partners ofisitUsare the hotels (to make the example shorter, we model the case of two hotels,
grandHOandcentralHO), the car rental agen@arHI and the guided-tour compatyurAG,

The resources include two systentsgistrationSYsupporting management activities wasitUs
and a shared reservation systegservationSYsupporting the business purpose (hotel bookings
and so on).

The policies establish criteria for the admission of transient partners (e.g. they need to operate
within a given vicinity) and the use of the shared resources (e.g. the cost of maintaining the reser-
vation system), for which their interfaces need to include parameters that capture these properties.
The policies are expressed as ®rst-order expression in the language of the parameters and the cor-
responding data types.

The tasks include the procassnagerRQhat supports the administrator role performeayandHQ,
which connects to the registration system, and the praoessberRQhat allows each partner to
use the reservation system. (Other roles might have been considered as discussed in [11].)

We use a graphical notation to depict task modules as illustrated in Figure 1 for theaaakgerRO
that supports the administrator wkitUs. The speci®cation of the component MO that orchestrates the
task is Management Orchestrator and the wireRMendMR. The speci®cation of the serves-interface
MN used bygrandHO - the partner who performs the managerial role - is Registry Manager, and the
speci®cation of the uses-interfaRE (which connects toegistrationSY the resource that supports the
task) is Registry.

MN:
Registry
Manager
managerRO *
RM

O
MO:

Management
Orchestrator

2

MR

O

RE:
Registry

Figure 1: The task modulmanagerRO

We also use a graphical notation to depict VBESs, which is inspired by use-case diagrams (though our
usage of the notation is not necessarily faithful to its original purpose). As illustrated in Figure 2, we
use stereotypes to identify the actors that correspond to partners and resources of the VBE. Each task is
represented by a use-case.
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<<partner>> <<partner>> <<partner>> <<partner>>
grandHO centralHO tourAG carHI

\ \

<<task>>
memberRO

visitUs

<<task>>
managerRO

\

Lo

<<resource>> <<resource>>
registrationSY reservationSY

Figure 2: VBE diagram fovisitUS

3 Business Con®gurations

The current business con®guration of a VBE de®nes the types of tasks and the VOs that the VBE supports
to meetits (current) business goals. The actual process through which a VBE decides on how to con®gure
itself is not part of our present model as it depends on a number of business or organisational concerns
that the formal methods that we are illustrating do not address. However, the kinds of qualitative and
guantitative analysis that our approach provides should be able to inform that process and corresponding
decisions, something that we plan to address in the future.

We de®ne a VBE business con®guration to consist of an extension of the VBE with:
A collection ofassociategtransient partners), where an associate consists of:

* Its name (individual or organisation, virtual or not);
A collection of attributes through which policies can be de®ned on the involvement of the
associate in the VBE.

I+

A collection of transient resources, each of which consists of:

* Its identi®er;
* A collection of attributes through which the usage of the identi®ed resource can be monitored.

A collection of policies expressed over associates and their resources that apply to their involve-
ment in the VBE (e.g. the conditions that determine the cessation of their involvement).

A collection of tasks that support the roles enacted by the associates within that business con®gu-
ration of the VBE.

A collection of VOs that de®ne the services that the VBE provides in that business con®guration.
A VO is de®ned by &0 moduleconsisting of:



+ Component speci®cations that are used in state con®gurations as serves-interfaces to the
partners or associates, or uses-interfaces to resources involved in the VO; typically, one such
interface serves the coordinator of the VO.

+ Component speci®cations that are used as requires-interfaces for external entities or as the

provides-interface for the customers of the VO. The speci®cation of requires-interfaces iden-

ti®es the behavioural properties that are expected of external parties to be eligible to be
chosen as service providers for the VO. The speci®cation of the provides-interface identi®es
the properties that customers can expect of the service offered by the module.

Speci®cations of the components and wires that model the (possibly distributed) process that

orchestrates the services provided by the VO.

An internal con®guration policy, which identi®es the triggers of the external service discov-

ery process as well as the initialization and termination conditions of the components and

wires.

An external con®guration policy, which consists of the variables and policies that determine

the quality pro®le to which the discovered services need to adhere.

Mappings from the serves-interfaces (resp. uses-interfaces) to the partners or associates (resp.

resources) of the VBE complete the VO de®nition.

I+

I+

I+

I+

A collection ofexternal entitieseach of which represents a partner that may need to be co-opted
to provide a service for one of the VOs that the VBE offers in that business con®guration.

A collection of customersone for each of VO, each of which de®nes the interface (interactions
and functional properties) that the customer of the corresponding VO can expect.

As for tasks, VO-modules are design primitives that de®ne patterns that can be reused in the de®nition of

multiple VBE business con®gurations. As an example, we consider a business con®guvaitifsirt

which a travel booking service is offered through a VO nainadelBK An associate namddavelAGis

admitted as a member of the VBE for managing that VO. Services offered thi@augBK may require

an external "ight agent to be discovered according to the criteria speci®ighiAG. A speci®c agent is

not chosen as an associate in order to maximise customer satisfaction  each customer of the VO may

express service-level policies (e.g. preference for a particular airline, or minimum cost, or proximity)

that will be optimised when selecting the corresponding external partner.

We extend the diagrams used for VBESs to account for business con®gurations as illustrated in Figure 3.
We use a graphical notation similar to task-modules to depict VO-modules as illustrated in Figure 4

for travelBK We use the symb« to indicate the internal con®guration policy as it applies to compo-

nents and requires interfaces, ¢%-=#~= for the external con®guration policy. The module consists of

a provides-interfac&Rfor interactions with customers of the VO, a serves-interface for interactions with

the coordinator of the VO, a uses-interface for interactions with the reservations system, and a requires-

interface for the discovery of a "ight agent.

A more formal de®nition follows where each node uniquely represents a speci®c interface of an
entity (e.g., institution, participant, etc.) in a business con®guration rather than the entity itself. A task-
or VO-moduleM de®nes:

A graphgraph(M).
A distinguished subset of nodases(M) nodes(M)
A distinguished subset of nodesrves(M) nodes(M)istinct fromuses(M)
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<<partner>> <<partner>> <<partner>> <<partner>> <<associate>>
grandHO centralHO tourAG carHI travelAG

\ |
% visitUs
<<task>>
B memberRO
<<customer>>

traveller

<<external>>
flightAG

<<VO>>
travelBK

<<task>>
managerRO

\

LA

<<resource>> <<resource>>
registrationSY reservationSY

Figure 3: VBE business con®guration ¥asitUS

travelBK

RO:
Travel
Orchestrator

O
RV:
Reservations

Figure 4: The VO modulé&ravelBK

intFA ()
FA:
RF FlightAgent

In the case of a VO-module, a subset of nogegplires(M) nodes(MXdistinct fromuses(M)and
serves(M)

In the case of a VO-module, a nogevides(M? nodes(MXistinct fromrequires(M) serves(M)
anduses(M)

A labelling functionlabely such that:
+ labely(n) is acomponent speci®cation
+ labely (e:n$ m)is aconnector

Component speci®cations and connectors are discussed in Section 4. In the case of a VO-module, we
denote bybody(M)the (full) sub-graph ofyraph(M) that forgets the nodprovides(M) the nodes in
requires(M)and the edges that connect them to the rest of the graph. Thatig(M)consists of all the
elements that are internal to the VO.



A business con®guration of a VBE also de®nes a labelled graph obtained by expanding its tasks
and VOs with the bodies of the labelled graphs that correspond to their modules. Having such a formal
representation for VBE con®gurations allows us to use graph transformations to formalise rules and
policies to evolve the con®gurations, for instance the creation of new VOs. In Figure 5, we depict a
business con®guration that extends the one in Figure 3 with a new VO that offers arrangements for
weddings as a service.

Figure 5. Another VBE business con®gurationV@ituS

4 Component Speci®cations and Connectors

In order to account for the behaviour that, in state con®gurations (referred to as level 3 in Section 1),
emerges from the interconnections established inside the ensembles that perform tasks or deliver services
through VOs, we need a uniform representation of the entities and resources involved, which in our
approach we do in terms of component and wire speci®cations. A component speci®cation is a pair
hsignature behaviour where:

Signaturedeclares the interactions in which the component may be involved.

Behaviouris a formal model of the behaviour of the entity that the component represents expressed
in terms of the interactions identi®ed in the signature and a number of parameters that re ect
resource consumption or quality-of-service attributes.

Given the space available, we are not able to de®ne in detail the formalisms that we use in component
speci®cations (these are similar to those that we have proposed for the service modelling language SRML
[12]). We discuss below the provides-interfacerafvelBK, which is of typeCustomer This speci®ca-

tion is what we call ebusiness protocolit uses patterns of typical business conversations, which are
abbreviations of sentences of a temporal logic that we have adopted for service-oriented modelling [2].
The remaining speci®cations can be found in the Appendix.












Appendix B TheTravelBK VO-module

TRAVEIBK consists of:

¥ TR b the provides-interface of the module, of {gpstomer

¥ FA D arequires-interface (for a flight-bookingvées), of typeFlightAgent

¥ RO b the component that orchestrates the businesssg, of typdravelOrchestrator

¥ RV D a uses-interface for a resource that proadegistration system, of typeservations
¥

TC D a serves-interface for the partner that pthgsrole of coordinator of the VO, of type
TravelCoordinator

¥ TO, RB, RF, RDP wire-interfaces typed by connectors that estaliis required interconnections.

VOTravelBK is

COMPONENTS
RO: TravelOrchestrator
intRO init :s=START ! hconf =NILL
intRO term : s=EEND_UNBOOKED
" (s=CONFIRMED ! today !bookTrip.out) " s=END_COMPENSATED
PROVIDES
TR:  Customer
REQUIRES
FA:  FlightAgent
intFA trigger :hconf= hcode
SERVES

TC: TravelCoordinator

USES
RV: Reservations




EXTERNAL POLICY (partial)

SLA VARIABLES
TC.KD, TR.PERC, FA.MAX, TR.KD
CONSTRAINTS
C ;. {TC.getFlightCommission(FA.serviceld),FA.MAX}
1if d=p

d efy(dp) =
0 otherwise

C 2 {TC.KD,TR.PERC}

1 if dE€[0.100land 1 =d and p=<90 and p=50+5*d
def  2(d,p)=
0 otherwise

WIRES (partial)

TR RO
Customer €1 TO d TravelOrchestrator
s&r bookTrip S, R, r&s bookTrip
I from i i, I from
to i, i, to
out i3 [ out
in i4 iy in
traveller is # is traveller
travcard i ig travcard
" hfcon]f 0, 0; " hfcon]f
con 0, 0, con
amount 03 03 amount
rcv refund R # S, snd ackRefundSnd
! amount i [ ! amount
RO FA
TravelOrchestrator c2 RF d FlightAgent
s&r bookFlight S, R, r&s lockFlight
I from [ i I from
to i, i, to
out [ i3 out
in i # i4 in
traveller is is traveller
" fconf 0, 0, " fconf
amount 0, 0, amount

END MODULE



SPECIFICATIONS

LAYER PROTOCOLTravelCoordinator is
INTERACTIONS
rpl getFlightCommission(FAid:serviceld):moneyvalue

LAYER PROTOCOLReservations is

INTERACTIONS
rpl availability(out,in:date):hcode
prf book(hconf:hcode)
prf cancel(hconf:hcode)

BUSINESS ROLETravelOrchestrator is

INTERACTIONS
r&s  bookTrip
I from,to:airport,
out,in:date,
traveller:usrdata
travcard:paydata
" fconf:fcode,
hconf:hcode,
amount:moneyvalue
ask findHotel(out,in:date):hcode
tll bookHotel(hconf:hcode)
tl cancelHotel(fconf:hcode)
snd ackRefundSnd
I amount:moneyvalue
S&r bookFlight
I from,to:airport,
out,in:date,
traveller:usrdata
" fconf:fcode
amount:moneyvalue

ORCHESTRATION
local s][START, QUERIED, FLIGHT_OK, CONFIRMED, END_UNBOOK ED, END_COMPENSATED],
hconf:hcode

transition Request
triggeredBy bookTrip !
guardedBy s=START
effects
hconf® =findHotel(bookTrip.in,bookTrip.out)
! hconfO "NIL $ sO=QUERIED
! hconfO=NIL $ sO=END_UNBOOKED
sends hconfO "NIL $ bookFlight !
I bookFlight.from=bookTrip.from
! bookFlight.to=bookTrip.to
! bookFlight.out=bookTrip.out
! bookFlight.in=bookTrip.in
! bookFlight.traveller=bookTrip.traveller
! hconfO=NIL ~ $ bookTrip " ! bookTrip.Reply=False

transition FlightAnswer

triggeredBy bookFlight
guardedBy s=QUERIED
effects  bookFlight.Reply $ sO=FLIGHT_OK

I AbookFlight.Reply $ sO=END_UNBOOKED
sends bookFlight.Reply $ bookTrip " ! bookTrip.Reply=True
I AbookFlight.Reply $ bookTrip " ! bookTrip.Reply=False
transition TripCommit

triggeredBy bookTrip #

guardedBy s=FLIGHT_OK

effects sO=CONFIRMED! bookHotel(hconf)
sends bookFlight # ! payNotify !




transition TripCancel

triggeredBy bookTrip $

guardedBy s=FLIGHT_OK

effects ~ sO=END_UNBOOKED cancelHotel(hconf)
sends bookFlight $

transition TripCompensate
triggeredBy bookTrip %
guardedBy s=CONFIRMED! today<bookTrip.out
effects sO= END_COMPENSATED cancelHotel(hconf)
sends bookFlight % ! ackRefundSnd !
I ackRfundSnd.amount=bookTrip.amount*PERC/100
transition ConfirmBookTripTimeOut
triggeredBy now! bookTrip.UseBy
guardedBy s=FLIGHT_OK

effects sO=END_UNBOOKED cancelHotel(hconf)
sends bookFlight $

BUSINESS PROTOCOElightAgent is

INTERACTIONS
r&s lockFlight
I from,to:airport,
out,in:date,
traveller:usrdata
" fconf:fcode
amount:moneyvalue
SLA VARIABLES
KD:[0..100],PERC:[0..100], MAX:[0..100]
BEHAVIOUR
initiallyEnabled lockFlight 1 ?
lockFlight #7? enables lockFlight %?
until  today+KD ! bookTrip.out

BUSINESS PROTOCOKCustomer is
INTERACTIONS
S&r bookTrip
I from,to:airport,
out,in:date
" fconf:fcode,
hconf:hcode,
amount:moneyvalue
rcv refund
I amount:moneyvalue

SLA VARIABLES

KD:[0..100], PERC:[0..100]
BEHAVIOUR

initiallyEnabled bookTrip ! ?

(bookTrip & ! bookTrip #7?) enables bookTrip 9%?

until  today+KD ! bookTrip.out
(bookTrip %? ! today+KD ! bookTrip.out) ensures refund ! !
refund.amount=bookTrip.amount*PERC/100 after refund ! !

INTERACTION PROTOCOIStraight.|(d ) s

ROLE A
snd S,
P oiopdy
ROLE B
rcv R,
P oiodyg
COORDINATION
S, #R;
S, =R

E

END SPECIFICATIONS
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Abstract.  This paper attempts to accurately model security requireme nts for
computational grid environments with particular focus on a uthentication. We
introduce the Audited Credential Delegation (ACD) archite cture as a solution to
some of the virtual organisations (VO) identity management usability problems.
The approach uses two complementary models: one is state baed, described in
Z notation, and the other is event-based, expressed in the Process Algebra of
Hoares Communicating Sequential Processes (CSP). The forner will be used to
capture the state of the VO and to model back-end operations on it whereas the
latter will be used to model behavior, and in particular, fro nt-end interactions
and communications. The modelling helps to clearly and precisely understand
functional and security requirements and provide a basis for verifying that the
system meets its intended requirements.

1 Introduction

The mission of Virtual Organisation (VO) is to oer a simpli ed end user access to
and use of high performance computing resources shared asa number of di erent
institutions with di erent administrative security domai ns. A typical example of a VO
is the computational grid, which aims to provide control over distributed resources con-
sisting of enormous computational power (parallel procesag machines), data storage
(hard disks, memory) and visualisation on high speed netwdts. Examples of currently
operating grids include: the UK National Grid Service (NGS) [10] and US TeraGrid [14].
The sharing of these resources is intended to support acadeéaresearch and industrial
development. A computational grid environment may consistof a mixture of several
kinds of organisations including academic, governmentalindustrial and commercial in-
stitutions (will be referred to as \Sites" in this paper).

One major problem faced by end-users and administrators of @s is to do with the
usability of the security mechanisms usually deployed in tlese environments [4, 1], in
particular identity management solutions. Many of the existing computational grid en-
vironments use Public Key Infrastructure (PKI) and X.509 di gital certi cates [6] as a
corner stone for their security architectures. However, seurity solutions based on PKI
have to be usable to be e ective. Some of the common grid ideity management en-
countered include: adding and removing users, acquiring ahusing digital certi cates.
End-users, such as scientists who are not security expertaye concerned with the results
of the computations they perform on the grid. Many of the exiging grid middleware,
such as Globus and Unicore [4], require that the end-user ceges a short lived certi -
cate, known as proxy certi cate, prior to running applicati on on the grid. In addition,
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many users engage in practices which weakens the security e grid environment,
such as the sharing of the private key of a single personal cécate because acquiring
certi cates can be a lengthy process [1].

We introduce the Audited Credential Delegation (ACD) archi tecture as a solution to
some of the above problems and we present a formal model of tharchitecture. The pro-
posed solution carefully hides the use of digital certi caies from end-users and enables
them to acquire credentials from their local site administrators. It also enables the latter
to to create/remove user accounts in a more e cient way. A combination of state-based
model, described in Z notation [15], and event-based modekxpressed in the Process
Algebra of Hoares Communicating Sequential Processes (C$i5] is used to model the
architecture. Z is widely used in industry for modelling conmplex and large systems. It
will be used to capture the state of the VO components and to mdel \back-end" opera-
tions on it whereas the latter will be used to model behavior,and in particular, front-end
interactions and communications. Both notations have clea and precise semantics. The
Z descriptions in this work have been type checked with ZTC twl. The modelling helps
to clearly and precisely understand functional and securiy requirements and provide a
basis for verifying that the system meets its intended requiements. There are several
formal frameworks that combine state-based and event-baskapproaches and can also
be used to have a clear and concise model of this architecturesuch as Circus in [8]
and CSPkB in [12]. Circus also combines Z and CSP. In this work we are iterested
in modelling the VO architecture and the nature of Z as a pure peci cation language
[15], with a purer mathematical notation is therefore more gpropriate than B because
it is more akin to conventional programming languages, and knce why re nement into
code is easier with these languages.

The remainder of this paper is organized as follows. SectioR gives a brief overview
of the proposed VO architecture. Section 3 and 4 present foral state-based models
of the authentication components followed by a CSP descrigbn of their pattern of
interactions. Section 5 presents our conclusion.

2 Overview of Proposed Architecture

The physical infrastructure of this VO involves a separate aministration site and a
dedicate gateway service, which is aimed at hiding digital erti cates from end-user
environment.

The gateway is responsible for identity management and corsts of the following compo-
nents: (1) Credential repository that stores certi cates and their corresponding private
keys in order to communicate with the computational grid. It also maintains a list of ac-
tive proxy certi cates, their corresponding privates key and an association between users
and proxies. The main role of this component is to enable lodssite users to authenticate
to external sites in the grid. (2) Local Authentication Service (LAS) component that
enables authenticating local site users within their orgaiization using a locally provided
usable authentication mechanism rather than digital certi cates. The LAS can support
several types of authentication mechanisms that scientist are used to such as Kerberos
[7], Shibboleth [13] or a local password database maintaireat the gateway. End-users
interact only with this component of the gateway. (3) An auth orization component that
controls requests issued from local site users to Grid resoces. In this paper the focus
is on the local and external authentication components. Thegateway will be integrated
with the Application Hosting Environment (AHE) [11], which allows scientists to run
application codes on grid resources; manage the transfer ofes to and from the grid



Credential Repository Gateway Service

Local Database
Authentication Server Authorization Module
Paramterized Role
Based Access Control

Uy, pw;

Fig. 1. Audited Credential Delegation Architecture

resources; and allow the user to monitor the status of appliation instances that are
run on the grid resources. This way it becomes possible to id#ify legitimate users and
to ensure that only those legitimate users are allowed accesto grid resources accord-
ing to the policy de ned on the grid projet. The security comp onents, authentication
and authorisation can be viewed as wrappers that control acess to the functionality
of AHE as shown in Figure 2. A scientist can login locally usig a username/password
pair for the whole session and run applications on the grid \& the AHE server in a
controlled manner. We are hoping to be able to deploy this saltion within AHE for use
on TeraGrid, NGS and DEISA within the next 12 months.

Authentication wrapper

Amhemm

Service

Authorization wrapper

O Authorization
AHE Application

Seer

Fig.2. Request by a user to perform an operation using security Wrap pers

3 VO Internal Authentication

The aim of this component is to enable end-user to authenticte locally using a username-
password mechanism. To be authenticated, a user must show kmvledge of a valid user-
name/password pair that matches an entry in an authentication table, which can be a
database or a password le. In this work, a simple database pssword is considered for
simplicity. In future work, Shibboleth and Kerberos can also be used in the architec-
ture. One of the techniques used for implementing this apprach is to store the hash of



a salted password rather than the password itself in clear tet. This way it is possible to
know that the user knows the correct password without ever haing to store the original
password on the authentication server.

AddCert RemoveCert AddProxy CreateProxy KillProxy

AddUser_ RemoveUser ChangePassword

Credential Repository

Local Database
Authentication Server

ResetPassword DB_LAS

ProjectName === Certificate
ResourceName ——=pCertificate
ResourceName ===bProjectName
Logout Certificate  =—=pKey

Proxy = Key

Proxy = UserlD

Fig. 3. Local Authentication Database and Credential Repository t hat stores digital Certi -
cates, proxies and users' credentials

3.1 State-Based Model of the Local Authentication Componen t

Let UserlD and Data be abstract types for denoting the set of all usernames, passrds
and encrypted passwords.

[UserID; Data]

State : The state of the local database authentication server compses: a set of regis-
tered users; a partial function pwdDB that associates eachuserID with one encrypted
password; partial function that associates each user with aalt; and a partial function
encrypt that is used to encrypt/hash clear text passwords. The invaiant ensures that
every registered user must have a password and that every uséas an associated salt.
The model can be described irZ as follows:

DB _LAS
registered_users: P UserlD
pwdDB : UserID T Data
salting : UserID T Data
encrypt : Data 7 Data

registered_users = dom pwdDB * dompwdDB = dom salting

Authentication Component Operations : The set of operations considered on this
component are shown in Figure 3. We only present the followig operations on the
DB _LAS: Login, ChangePasswordand AddCredentialbecause of space limitation. For
more details about this model the reader is referred to [3].

The operation Login takes a username and a password as inputs and checks whether
the pair matches an entry in the database. The operation is dscribed in the following

Z schema:

—Login0
DB_LAS
username? : UserlD pwd? : Data

encrypt(salting(username?) + pwd?) = pwdDB(username?)
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The operation ChangePasswordreplaces the old password for the speci edusername
with a new password after checking that the username and the ld password supplied
by a user matches an entry in the database:

__ChangePasswor@
DB _LAS
username? : UserlD pwd? : Data newpwd? : Data newsalt?Data

encrypt(salting(username?) + pwd?) = pwdDB(username?) »
pwdDB®= pwdDB f username? 7! encrypt(newsalt? + newpwd?)g
salting® = salting f username? 7! newsalt?y

The AddCredential operation allows adding a new user to the database.

__AddCredential0
DB_LAS
username? : UserlD pwd? : Data salt? : Data

pwdDB®= pwdDB f username? 7! encrypt(salt? + pwd?)g
salting®= salting f username? 7! salt?g

Let Report be a data type, the values of which are messages indicating vether an
operation has been successful or has failed.

Report ::= Succesg Failure

Precondition of each Operation : The precondition of the operations Login and
ChangePasswords that the username and password pair match an entry in the déabase.
The precondition of the operation AddCredential is that the chosen username must not
be already in use. The precondition for each operation can bde ned in Z as follows:

pre Login b ( username?; encrypt(salting(username?) + pwd?)) 2 pwdDB
pre ChangePasswor@ b ( username?; encrypt(salting(username?) + oldpwd?)) 2 pwdDB
pre AddCredential0 b username? 2 dompwdDB

Totalizing : The totalising technique is used to handle errors resultig from not meeting
the above preconditions. An error may arise because thasername doesn't exist,

__UserIDNotInUse
DB_LAS
username? : UserlD
athrep! : Report

username? 2 dompwdDB » athrep! = Failure

or the combination of username and password is wrong:

__InvalidCredential
DB_LAS

username? : UserlD pwd? : Data
authenticationdecision! : Report

: (encrypt(pwd?) = pwdDB(username?)) A authenticationdecision! = Failure
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A successful operation will result in the same report:

— Op_Success
authenticationdecision! : Report

authenticationdecision! = Success

The Authentication component's operations will then be modeled as follows:

Login B (Login0” Op_Succes$ _ InvalidCredential
ChangePasswordb ( ChangePasswor » Op_Succes$ _ UserIDNotinUse _ InvalidCredential
AddCredential b ( AddCredential0 » Op_Succes$ _ UserlDInUse

Initialization : The initial state of the authentication server component is described as
follows:

_ DB _LASInit
AuthenticationCredential °

registered_users’ = fali; mark; johng
pwdDB? = f (ali; 6f 8cac5h994687 7a05613:3324bc5e);
(mark; 8d137ac4eedddf 89f 08954@c19ac99c); (john; a437%7cc75116521002%b 4269y

In this initialization, the hashes of the passwords are geneted using MD5 hash [9]. The
username/password pairs memorized by the users areali ; pwdx); (mark ; mrk 3000), (john; wnd1980)

3.2 Modelling the User

The model of a user focuses primarily on the security knowlegle that the user must
possess and maintain for the purpose of authentication. Theabstract state of a user,
User, comprises three components: (1u_names, set of usernames held by the user (also
known as principal); and (2) u_password a function that associates each principal with
a plain password. The state of a user can be formulated iz as follows:

__User
u_names: PUserlD
u_password: UserlD 7 Data

domu_password= u_names

The invariant states that each username has exactly one pasgrd.

3.3 Event-Based Model of the Local Authentication Componen t

We derive the CSP interface of the authentication server fran the Z speci cation. This
description has been structured as follows:

{ State = DB _LAS.
{ Operations = f Login, ChangePassword, ResetPassword, AddCredential, ReoveCredential,Logoutg.
{ Preconditions of each operation:

1. Login: (username?; encrypt(salting(username?) + pwd?)) 2 pwdDB

2. ChangePassword (username?; encrypt(salting(username?)+ oldpwd?)) 2 pwdDB
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3. AddCredential: username? 2 dompwdDB
{ Initial WS state = DB _LASInit
{ Totalizing the operations and adding report to handle incomrect inputs.

The interface of the authentication server is:

DB = fLogin; LoginRequest LoginResponse ChangePasswordChangePasswordRequest
ChangePasswordRespons&esetPassworgd ResetPasswordRequesResetPasswordResponse
AddCredential; AddCredentialRequest AddCredentialResponseRemoveCredential
RemoveCredentialRequestRemoveCredentialResponsd_ogout; LogoutRequest LogoutResponsg

The behaviour of the authentication server is modelled by tle CSP procesDB shown
below. The description doesn't consider the pattern of inteactions corresponding to the
operations ResetPassword RemoveCredentialand AddCredential, because this depends
on the role of the authenticated user. For example, only an athenticated user holding
an administrator role can add/remove other users and reset psswords.

DB (State) = LOGIN (state)
LOGIN (state) = Login ! LoginRequesf(username?; pwd?) !
( LoginResponsé(authenticationdecision!! ; Succes$

I AUTH (u) § pre Login(username?; pwd?) %
LoginResponse(authenticationdecision! ; Failure) ! DB ((state)))
AUTH (u) = CHGPWD (state) 2 LOGOUT (state)
CHGPWD (state) = ChangePassword
ChangePasswordReque8{username?; oldpwd?; newpwd?) !
(ChangePasswordResponsgthrep! ; Succes$ !

AS(state § pre ChangePasswordusername?; oldpwd?; newpwd?) %
ChangePasswordRespons@threp! ; Failure) ! AUTH (u))
LOGOUT (state) = Logout! LogoutRequesP(username?) !
(LogoutRespons&athrep! ; Failure) ! AS(state? ¢ pre Logout(username?) 3}
LogoutRespons&athrep! ; Failure) ! DB (state))

So for example, a user with a valid username and password, safi and pwdx respec-
tively, can be authenticated by the server by issuing the folowing sequence of interac-
tions:

CLIENT 1= DolLogin ! DolLoginRequest(username?; ali;pwd?; 6f :::fbc5e)
! DolLoginRespons&authenticationdecision! !  SKIP

where encrypt(pwdx) = 6 f 8cacbb994687 7a0561%3324bc5e.

The CSP operator [+Op+] models the interaction between two processes in which the
handshake is on the operationOp. Both processes synchronize on the chann@®p. The
input values ows from the requestor to the provider and the output values ows in the
opposite direction. For instance, the result of CLIENT 1 sequence of interactions with
the authentication server is calculated using a parallel coposition of CLIENT 1 and
AS processes as follows:

23



Login

LoginRequest
DB(State)

CLIENT1 %

LoginResponse

Fig. 4. Client and Database Server models

DB (state)[+ Login+] CLIENT 1 = Login !
LoginRequest(username? ; ali;pwd?; 6f8cac5h994687 7a0561%3324hc5e)
LoginResponsé(authenticationdecision! ; Succes$ ! DB (state9

Login

LoginRequest

DB(State)
CLIENT1

LoginResponse

Fig.5. Client and Database handshake on Login Operation

4 VO External Authentication

The credential repository is used to store digital certi cates or proxy certi cates for

named grid projects and resources and their correspondingrivate keys to enable com-
munication with the grid. These certi cates will be shared by a group of users and will
be used to create proxy certi cates.

4.1 State-Based Model of the External Authentication Compo nent

The model assumes the existence of the following types:
[UserlD; Subject, Data; Key; serialNb; CipherAlgName; CertAuthorityName |

The state of the certi cate repository comprises: a set of cei cates; a set of project
and resources names; a partial functiorkey_association that associates eacltCerti cate
with it's corresponding private key; a partial function cert_association that is used
to associate each project with a digital certi cate; a list of issued proxies certi cates
created using the digital certi cates, the proxies secret leys, association between each
proxy and the user who generated it.
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__CredentialRepository
certi cates : P Certi cate proxyCerti cates : PCerti cate
projectsNames: P Name resourcesNames P Name

key_association : SerialNb $ Key cert_association : Name 7 SerialNb
issuedproxies: SerialNb 7 SerialNb proxylssuer: SerialNb 7 SerialNb
proxySecretKey: SerialNb 7 Key userProxy : SerialNb 7 UserID

8c: Certicate ¢ 2 certicates ” c:serial 2 domkey_association
ran cert_association domkey_association *
domcert_association  projectsNames”
domcert_association resourcessNames
8c: Certicate ¢ 2 proxyCerti cates ” c:serial 2 domproxySecretKey”
domproxySecretKey = dom proxylssuer = dom userProxy

Where proxyCerti cates is the set of all active proxies;issuedproxies a function that
relates a serial number to a proxy certi cate; proxylssuer, a function that relates the
proxy certi cate with its issuer (signer) identied by a pub lic certi cate; userProxy,
a function that associates a user in a site with the proxy certcate in a unique way;
proxySecretKey, a function that associates each proxy with its correspondig private
key. More details on modelling PKI component in Z and CSP are pesented in [2].The
same approach as in the previous section can be applied to metoperations. For in-
stance, the administrative operation on the CredentialRepository, AddCerti cate , takes
a certi cate, its corresponding private key, and the projec with which it can be used
as inputs. The precondition for this operation to succeed sites that the cert? should
not already be in the list of certi cates . The operation is captured in Z as follows:

__AddCerti cate 0
CredentialRepository

cert? : Certi cate secretkey? : Key project? : Name

responsé : Report

cert!:publicKey validPKIKeyPair secretKey? »
cert? 2 certi cates  certi cates Y= certi cates [f cert?g "
key_association® = key_association[f (cert?:serial; secretkey?)g *
cert_association® = cert_association f project? 7! cert?:serialg

The operation RemoveCerti cate takes a certi cate as an argument and removes it with
its corresponding secret key from the credential repositoy. The precondition states that
the cert? must exists in the certi cates set.

__RemoveCerti cate 0
CredentialRepository
cert? : Certi cate

cert? 2 certi cates ” certi cates °= certi cates nfcert?g *
key_association? = f cert?:serialg C key_association »
cert_association® = cert_association B f cert?:serialg

5 Conclusion

In this paper, we have presented a formal model of a VO architeture that combines
PKI and username-password mechanisms in order to provide asable security solu-
tion for VO end-users. The model uses a combination of statéased and event-based
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approach. The consistency of Z model is checked with the ZTCdol. The formalism
has clari ed the purpose of the VO, the explicit assumptions about sites, users, CAs
and third parties. The observation of the states enables to asily know the current ca-
pabilities of the user, site and the VO. For instance, it becanes clear from the model
of the user that he/she will have to maintain only one identity to authenticate to the
gateway. Also, it makes it possible to nd a user responsiblefor performing a task on
the grid. This allows local sites and the entity running the gateway to monitor who ac-
cess resources for auditing and billing purposes. Most imgtantly, we have linked the
CSP model with the Z speci cation in a systematic way. We derive the CSP interfa@
of the VO from the Z state, operations, precondition on each operation and iniial state.

Acknowledgment : This work is supported by EPSRC through the User-Friendly Se-
curity for Grid Environments project (EP/D051754/1), Real ityGrid platform (EPSRC
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A Framework to Manage the Complex Organization of @llaborating: Its Application to
Autonomous Systems
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In this paper we present an analysis of the conifisxof large group collaboration and its
application to develop detailed requirements folladworation schema for Autonomous Systems (AS).
These requirements flow from our development cdimdwork for collaboration that provides a basis
for designing, supporting and managing complexatmlative systems that can be applied and tested
in various real world settings. We present the apts of Ocollaborative flowO and Oworking as oneO
as descriptive expressions of what good collabweateamwork can be in such scenarios. The paper
considers the application of the framework withiffedtent scenarios and discuses the utility of the
framework in modelling and supporting collaboratimncomplex organisational structures.

1 INTRODUCTION

This paper addresses important conceptual issugenoung collaboration in groups and sets out a
description of the nature of the complexities afgta group collaboration. It provides a basis for
thinking about the structural aspects of colladorain Virtual Organisations from both a technical
and social perspective. It describes succinctly hbe findings may be applied to autonomous
systems, based upon our past and current researabllaboration [1,2] and autonomous systems [3].

Why should we be interested in both group andabaltative working for complex human and
autonomous systems (AS)? Group working is ratheroals in that many activities will require more
resources, capability and effort that a single ABrmot provide. The second is less obvious, why
should we be interested in collaborative working®e Thature of working in teams and managing
groups is often harder than we realize, the cdstgooking together can at times outstrip the besefi
The question is what does it mean to work togetlsn¥ply bringing a collection of people or agents
or machines together does not achieve Oworkinghexf. The difference between a group that works
together and one that does not shows its effecisainy ways including the quality and efficiency of
the work, the ease of working in the group, theeezfananaging the group and the level of confidence
one can have in that unit. A group which works thge well achieves a high-level of OflowO to its
work enabling a state of operation in which theividuals and the group as a whole are fully
immersed in what they are doing by a feeling ofrgized focus, full involvement, and success in the
process of the activity [3].

To have a group (of people or AS) work togetherunexs more than just enabling them to
communicate and coordinate well, it requires callalion. Collaboration requires both good
communication and good coordination; it also regmithat they work as one with shared goals, shared
understanding, with a Ocommon groundO[4,5]. It doesecessarily require a OleaderO and can occur
in different group structures [6]. Collaborativeogps can achieve flow and produce greater quality o
product more efficiently [7], with easier group Wworg and with easier management. Moreover
collaborative groups can achieve Oflowd and progeater levels of creativity [8,9]. The aim ofghi
paper is to understand how large groups can fumesocollaborative groups and how this needs to be
adapted to be applied to particular settings, is first instance AS.

Achieving this aim has required us to develop aceptual understanding of the nature of large
group collaboration, of the ways in which it is @sled and the benefits that accrue when that
achievement takes place. In applying this to ASumeg us to identify the particular characteristi€s
large group collaboration involving autonomous syst, the problems and challenges that can arise
whilst it is taking place and the ways in whichdkgroblems and challenges can be overcome.

With respect to its application to deploying mukigAS the potential benefits are well documented
[3, 10]. These benefits include the availabilityaofyreater range of resources than are possessed by
any single AS (e.g. the ability to search an ahed includes both aerial and underwater threats), t
enhancement of mission completion (e.g. the spéexmpletion, parsimony of resource utilization



and reliability of outcome) and the achievemenmigsion objectives that lie beyond the scope of any
single system (e.g. the simultaneous screeningamfynthousands of people inside a crowded street or
public space).

To take full advantage of these benefits we museldg systems that can do more than co-exist.
More specifically, we must design systems that caordinate their roles, objectives, data, resources
and activities in such a way as to achieve smolmiv, cost work with minimal disruptions and
conflicts. We describe this smooth, efficient nualtitor activity as "collaboration” and draw upon
previous work [11] to understand its optimal opiemratas one involving multiple actors Oworking as
oneO and achieving collaborative "flow" [12]. Thisiooth efficient collaboration is difficult to
achieve, even when group sizes are small (i.eraums of five or less, co-located actors, pursuing
clearly defined, well-understood tasks) and thelgjoactions, understandings and impact of other
actors are easy to identify. Achieving collaboratilow in situations that require the involvemeffit o
larger sized and/or multiple-groups of actors i$ y®re difficult. Each of those actors may have
different capabilities, pursue multiple goals anel involved in many different activities. In this
context, the designers, managers and participdniasrge-group collaborations cannot rely upon the
existence of shared or common understanding, ssitiaa which exists within smaller groups [6,13].

In smaller groups, each actor is often able toofellthe goals, activity, tasks, resources and
capabilities of each other actor (1:1 understandifi. In large groups, by contrast this 1:1
understanding is less prevalent (i.e. an actor uraderstand the goals, activities, tasks, resouands
capabilities of some but not all other actors)tHis context actors within large group collaboratio
may require strategies/mechanisms that allow themetvelop and use more abstract or group-level
understanding of each others goals, actions tasks[@, in addition to the more detailed
understanding of these attributes that they ma lidisome subset of actors in the group. (Noteneve
in a large group there may still be some 1:1 urtdaing but it will not be developed between every
actor in the group and every other actor).

Larger-scale collaborations are, as a result, hotditatively and quantitatively different from the
small-group collaboration, in the sense that thesfimlity for a variations and individual differees in
the goals, actions and understandings that existirwihe group may not be understood easily or in
great detail by the group or its members. Consetfyyelarge-scale collaborations require both the
group(s) and its (their) members to manage the stmiedings of and contributions to the multiple
goals and activities. Moreover, in highly dynamituations in which the goals, resources, group
members etc are likely to be changeable or emergere is even greater complexity to the
collaboration structures and processes.

1.1 Collaboration: the application to AS

Our research (as part of the SEAS DTC- Systemsrieeging for Autonomous Systems Defence
Technology Centre) has identified the capabilitiequired of AS that enable participation in these
large-scale collaborations, considers the costdepfloying AS without such capabilities, tests the
benefits of deployments involving collaborativelgpable AS and demonstrates the effects of such
deployment in authentic scenarios of use. The rebeaddresses four questions crucial for effective
AS collaboration:

1. What mechanisms or strategies for coping do grafigsS need to achieve/maintain
collaboration?

2. When AS have to collaborate with other AS withiegh large groups, what are the
coping strategies/mechanisms that they requiréhie?

3. What coping mechanisms/strategies do AS have tiati@ia request for collaboration
within large groups?

4. What efforts are required by People to work with #h&t either have or do not have those
capabilities (i.e. what are the savings to the task collaboration costs imposed upon
those humans)?



1.2 Benefits of Collaborative AS

The understanding gained by addressing these faestipns has enabled the identification of the
functionality required of next-generation autonomosystems, capable of managing their own
contribution to wider system goals and has themit@kto deliver the one human to multiple platform
vision. This will provide for:
increased OFlowO in the work undertaken by lamggrof AS,
improved coordination/reduced coordination problewttin those groups,
fewer interruptions,
fewer/less severe communication problems,
easier and more efficient management of large grafi\S,
improved quality of performance and product.

The research contributes to an understanding otititional Ocoping strategiesO that AS might
adopt in response to the large numbers of actavalsg activities, understandings and potential
conflicts that exist within large scale collabooais and the capabilities that those AS need inrdme
implement those strategies. It also considers taotofs in producing an initial requirement
specification:Bthe complexity of the tasks and the complexity betcollaborations.The former
includes the nature dfie goal relationshipand the latter the nature iife collaborative relationships
Both factors are relevant to understanding and giagacollaboration in virtual organisation. In this
paper we report the capabilities and understandimgisAS will require if they are to implement tkes
Ocoping strategiesO. These strategies include misolahat address:

1. Task Structure issuesThe large number of and variability in the goalstivities and state-
descriptions inherent in large group collaboratioust be identified, negotiated, monitored
and judged. One possible solution is to have mbstract representations of each one that
provide less variability (though loosing all asgeet that variability may not be desirable).

2. Group Structure issuesThe large and possible varied structure of tlweig(s) themselves.

The issues of group structure and how that affgisp awareness, group communication and
group coordination. For example, one possible goiut appropriate division of the
collaborative activity into subsections that caartiibe managed by addressing each
subdivision only via a specified middle-managegate-keeper (of course, the consequence of
this can be lack of awareness in the group andgale keeper becomes the potential
bottleneck).

2 LARGE COLLABORATION CAPABILITY REQUIREMENTS

Previous research identified the capabilities ndette take part insmall-group collaborations
[4,5,10,11] as well as the characteristicslaige-groups[3,6,15] that mean those capabilities are
insufficient for the participation in and managemehlarge collaborations. Previous work does not
identify the collaborative structures and processesded to work as one or achieve a smooth
effortless OflowO when working large groups. To address this, we have developed a ptuwale
framework to allow us to develop the detailed duites and processes needed for large collaborations
in highly dynamic situations of high emergence. Wesent an overview of this in this paper for a
more detailed expose see [3].

2.1 A Framework of Large-Group Collaboration

In considering the collaboration requirements, weuted upon the need focallaborative group
to be able to manage emergent properties and dgnetmainges tol. the organization (wider group)
within which a collaboration takes plac,the internal (sub-) groups that undertake taskbiwihat
collaboration,3. the tasks themselves, addthe resources required to undertake those tasksveA
have already briefly mentioned collaboration andflict are inseparable, in that potential and alctua
conflicting situations arise within collaborationdence designing collaborations without conflict is
impossible, instead we recognise that the collab@atructure has to have conflict mechanisms. We
have identified three aspects of conflig) the avoidance of conflict before it occuis) the
identification of conflict that cannot be avoide) the resolution of the conflict identified iy and, in
the execution of those three components the needoimmunication and coordination of the factors
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identified above. The framework from which partmulcollaborative capability requirements were
identified is summarized in Figure 1, below:

External change

Avoid Conflict

P \dentify  Conflict

Coordination

Communication

Resolve Conflict

Figure 1: Framework for large group collaborations.

2.1.1 The Need for Small Group Collaboration Mechanisms

The starting point for the large group collaboratimamework is the vast amount of previous
research carried out on small group collaborat{snsh as [4,5,10,11,13]). Rather than offer thiaras
alternative to those it should be seen as buildipgn them. Thus the mechanisms required for large
group collaboration are additional to the requiratedor small group collaboration moreover, small
groups can exist within large groups as well indefemtly from them. Consequently, both sets of
mechanisms are needed and need to be satisfiethtme in teamwork that has Ocollaborative flowO
and the ability to Owork as oneO. The capabiliteekave identified that are required of small group
collaboration are reported elsewhere [10,11,13]witichot be repeated here.
2.1.2 The Need for Large Group Collaboration Mechanisms

As stated earlier, the large numbers of actors|sg@etions and resources that make uprge
group collaboration place additional requirements fordladmration mechanisms to enable the
achievement of collaborative flow in the contexttibé highly dynamic and emergent aspects of the
required teamwork. Figure 2. Below situates thébfenm space for large groups collaboration (adapted
from [17]). Our focus is in P4, where there arebpeons of broad extent coupling diverse complex
subsystems. In P1, where we have problems of dingcope and limited complexity, simple
coordination mechanisms will suffice. In P2, where have problems of a limited extent but with
high complexity, mechanisms for self-coordinatingoups will suffice. In P3, where we find
problems of low complexity but high extent and dsrgy, structured collaboration mechanism are
needed and will suffice.



Figure 2. The problem space for large group collediimns.

Hence, those involved in large collaborations wited further capabilities and mechanisms in
addition to those identified for small group coltahtion. More specifically for example, they will
require capabilities that will allow them to dynamlly re-distribute resources, dynamically share
goals within groups of actors etc where the extard diversity of these are too large to allow 1:1
monitoring of each otherOs action, sub-goal andomeé. Hence in large group collaborations the
importance of further mechanisms and capabilitgddress P4. in figure 2.
2.2 The Framework

The Framework presented in Figure 1. describesnabeu of structures and process relationships
that come into play and influence large-group dmlations. There are a number of structures (en th
left-hand side of the framework and coloured gremmjering task, organisation, group and resources,
where within each there are many alternative stmattrelationships. For example, there are many
different types of task structures and, and withigiven task structure there will be different tyud
relationships between the elements of the task.example, within a task structure there may be
hierarchical goal structuring and a network streetior the various procedures used. Similarly, géher
are many different types of organisation structames within a given organisational structure theme
different types of relations. Hence each of thé&,tasganisation, group and resource, structures c#ll
the framework represent components that are theesalomplex. Moreover, they are dynamically
changed by both internal and external factors ateract with each other. Hence the different task
group, organisation and resource structures intewdth each other to deliver a collaborative
mechanism. For further details of the various tagskup, organisation and resource structures dee [3
The central cells of the framework (coloured omigfigure 1) capture the different coordinatioda
communication structures and processes that magt ethin a large-group collaboration. The
coordination structures and processes operate saemd within each task, group organisation and
resource structures. For example processes anctses for coordinating resources relative to their
use in tasks by groups between organisations deglatk here. Similarly, communication structures
and processes operate to ensure that appropriateniation, understanding and awareness is achieved
both about and across the tasks, organisationspgraand resources. Moreover, particular
communication structures and processes may taKerelit forms across the collaboration. For
example the communication processes within onegsabp may be strictly hierarchical, while in
another it may be possible for anyone to commueieath anyone and everyone directly. (As above,
for further detail see [3]). The right hand-sidetloé framework (coloured pink in figure 1.) addesss
the processes and structures that are requiredatiaboration to avoid, identify and resolve cactfl
This is explicit in the framework because of thegyartance of conflict to collaboration. The three
cells collectively capture the processes and sirastmanaging and offsetting conflict as it ariaed
before it arises that enable resource conflictsk teonflicts, group conflicts, and organisational
conflicts to be overcome. Moreover, the relatiopshbetween the cells on the green (left-hand side)
and the pink cells (right-hand side) of figure 1Ire aOpipedO through the coordination and



communication processes and structures. Hence, stigect matter of the coordination and
communication processes relate to the resolutaentification and avoidance of conflict relating to
task, group, organisational and resource propeffies need for these may arise as a result of eadter
factors forcing change or from internal factorsuieiqg adaption and change in one part resulting
from change in another part of the collaborativetem. For the purposes of this paper we describe th
whole system driven from the perspective of thétrigand (Conflict) side of figure 1, however we
could equally well describe the system startingrfrtbie left-hand (task, group, organisation, reseurc
side.

2.3 Avoid Conflict

Conflict is an integral part of collaboration [14]js the management and reduction of conflict tha
leads to successful collaborations. Hence to utaledscollaboration one must consider conflict
avoidance, identification and resolution. The fista described is the avoidance of conflict betwee
the members of a large group and their understgsdif the ways in which the task at hand would be
achieved. Furthermore we also consider the roleslsgand actions to be adopted during the
achievement of the task and the allocation of abéé resources in the course of that adoption. This
section describes that first part of the framework.

2.3.1 Task Structures B Goals

There are many different models of task structuingeed we have ourselves contributed to these,
see for example, [16]) however, while they may ds&erent terms and have different intended uses
they share a number of properties in common. Ofceon here is the properties of collaboration
structures and process required to achieve tasiteer than the modelling or analysis of tasks
themselves.

The collaborating group must distribute the group®sk amongst its various actors and sub-
groups. This distribution requires a set of capiédd of group members if it is to be achieved with
external intervention. Those capabilities include tidentification of local goals that will, when
correctly scheduled and completed, lead to theeaemient of the groupOs, high-level goals, the
mapping of those sub-goals to the achievement gh-hével goals (i.e. an understanding of the
relationship between the achievement of local geatlsin smaller sub-groups and the progress of the
wider group towards its shared, higher level goals allocation of those sub-goals to appropriate
actors and/or sub-groups and, where appropriateretfmegotiation of that allocation with those asto
and sub-groups.

2.3.2 Task Structure - Actions

The actors and sub-groups must have and/or negaiatunderstanding of the actions needed to
achieve their local sub-goals. In some situatiohis, negotiation will require only an agreementttha
sub-goals will be achieved, in others that they kel achieved to a specified schedule (in line i
dependencies that exist between sub-groups andltiwail objectives). In other situations, the trust
held by managers and leaders of the group willdew that individual sub-groups maybe required to
provide a detailed description of the way that gobis will be achieved, rather than being left to
make their own way towards their own objectivesd drence gives rise to the need for further
communication and coordination in the collaboration
2.3.3 Organisational Structure

The organisational structure refers to the pattérrelationships that exist both within a group(s)
and in the organisation(s) in which the group(sptsx For example a hierarchical group may exist
within a coalition of services (as we find when itaily allies are created or when different care
services work together). In homogeneous groupsdi@ups with a single structure and in which each
participant has an identical understanding of tteupg structure), certain conflicts would not arise
the structure of the group would, by definition, kbeown by all group members. With heterogeneous
groups participantsvould need to avoid conflict between competing undeditags of the group
structure to be adopted (e.g. what roles were rieage their definition, the process of allocating
roles, the responsibilities of those roles etc).rtiBipation in either Ohomogenous® and
OheterogeneousO groups would require a numbey pfderties (i.e. collaboration requirements) to



address external and internally driven dynamic glean Structuring (and restructuring) of the group
for appropriate resources (and resource changesgfwing (and restructuring) of the group to deab
effective co-ordination and communications, strua@ (and restructuring) to enable task (and
changes to task) goals, structuring (and restringuiof group to meet external organisational rseed
(and organisation changes), - in all cases to @wuiidjate conflicts arising in the collaboration.

2.3.4 Group Structure - Roles

Both hetero- and homogenous groups must agreepiefis roles to be played by individual
actors in the course of a collaborative activity.alflat structure (i.e. one, in which each acsoalble
to interact with and influence the work of eachesthctor), theseollaborativeroles will differ very
little from each other (i.e. the information, regtseeand responses passed from one actor to another
will follow similar patterns, though the specifiap of the collaborative task undertaken may vary
from actor to actor).

In more structured groups, some actors will be dgkeperform management roles (i.e. to direct
the activity of other actors and / or to channea thformation between the wider group and their
OsubordinatesO), some will be asked to suborditateselves to such managers and some to adopt
both management and subordinate roles (i.e. to rbec@®middle-managersO). The specific roles
adopted within a particular collaboration will inince and be influenced by both the capabilities of
the actors participating in a particular collabamtgroup and on the organizational structure at th
group. Some groups of actors may, for example botae without the need for a central manager,
some groups may have one or more managers imp@eedtiem by a higher authority and some may
select managers by following a pre-determined &lgorsuch as voting amongst themselves.

If correctly managed, the structuring of a largeugr through such an allocation of roles will allow
large groups to cope with the impossibility of ntoning every actor, action and objective, whilst
ensuring that the group goals are achieved, avail@sources are utilized appropriately, collabweat
flow is maintained and the group can adapt to dyinarhanges such as the loss of an individual actor
the loss of a resource or the alteration of a kegkl goal by an external authority.

2.3.5 Group Structure - Actors

In either context, (i.e., homogeneous or heterogeseorganisational structures), the actors
responsible for assembling a large, collaboratiaig of their peers would need to be able to identi
the resources and capabilities needed for the cetiopl of the task at hand (e.g. if the task invelve
the construction of a wall the need for a certaimber of bricks, a quantity of mortar and abilittes
both lay bricks and mix mortar). In more sophidich cases, this capability may extend to the
identification of different combinations of resoascand capabilities, any one of which could be used
to satisfy the requirements of the task (e.g. endhse of the wall-building example, either theksj
mortar and construction capabilities, or an abitiytransport an pre-fabricated wall from a storage
location to the construction site). In such casles, capability requirements demanded of any actor
involved in group-assembly would then include tbentification of appropriate resource/capability
combinations, the mapping of specific combinatiorie collaborative task completion outcomes plus
the identification of resources and capabilitieaik@ble by potential group members.

2.3.6 Resources

The resources needed for the completion of taskslkmaalrawn from either local or global sources.
In some cases, specific actors or sub-groups witl hesources. For example, an information resource
may be available only to the sub-group, organisatar location in which it is held. In other cases
central resource stores may be appropriate D iattsmmay be made available to all members of the
collaborative group, regardless of their small jsgibup membership. Similarly, a single fuel dump
may be managed by a single sub-group and allotatether group members in case of need.

2.4 Identify Conflict

Despite the best attempts of the participants wealin a specific collaboration dynamic changes
(e.g. in group composition, group structure, oveoallocal goals, prevailing activity and available
resources) will inevitably present the opportunity unanticipated conflicts to arise. In order to
resolve these unanticipated conflicts, actors néed to both maintain awareness of those different



factors (from group composition to resource avdligl and, as the next section makes clear, manage
or resolve conflicts arising within and betweennthe
2.4.1 Maintain Awareness.

In collaborating groups members must maintain amess of the complex components of the
prevailing collaboration if they are to first idégtand subsequently address the potential for laxinf

Organisational and Group Structure & Process@&bey must, for example, maintain awareness of
the organisational structure or structures thategovhe prevailing collaboration. For example, in
homogenous groups of AS that awareness can bévedyaeasily maintained, since each of the AS
involved will, by definition have an identical urmdéanding of group structure (i.e. they will alMea
an identical understanding of the hierarchical.ahdiical or other group structure under which the
group is operating). It should be noted that suommon understanding cannot be assumed in
heterogeneous groups.

Even within homogeneous groups actors involvedange group collaborations must maintain
some awareness of the composition of the groupinitthich they are working. This does not mean
that they must maintain understanding of every \itdial actor and group within the wider
collaboration in which they are involved. They mbstable to identify local managers, subordinates
and contacts, must understand how communicatiorbeaachieved with each one and must also be
aware of changes in role allocation that cause®w actors to be their manager, subordinate or
contact:

Task Structure & Processemk any dynamic environment, a truly collaborativetae must also
maintain awareness of the groupOs goals and sis-Guee again, no comprehensive awareness of
all such goals either can or must be maintained bingle actor. This limitation notwithstanding kac
actor in a large-group collaboration must maint@ivareness of their own objectives and, depending
on their role, those of managers, subordinatesoamdhtacts in other sub-groups. This understanding
is important if actors are to coordinate theirattiwith others and, ultimately ensure that thisiaty
contributes to the groups shared goals.

Each actor must also maintain awareness of their astions and their effects on the goals of the
other group members with which they are in contgbe managers, subordinates and contacts
identified above). In large group collaborationbe twider effects of each action may not be
understood by every member of the wider group bueffective group structure will ensure that an
appropriate understanding will be available to &ae key roles and, as a consequence, that
collaborative flow is maintained as the group pesges towards its shared goals.

ResourcesFinally, actors must maintain awareness of theusss that they need to complete
their activities. They must follow the extent to iafn they hold sufficient reserves of each resource
(e.g. knowledge, fuel or payload) themselves, theunt of each resource that can be obtained within
the sub-group to which they belong and, in caseeafd, the nature and amount of the resources that
can be obtained from a central store.

2.4.2 Manage Dynamic Changes

To exemplify the interactions and interconnectedradshe different components of the framework
we consider how when a change occurs to one parflitences and affects everything else in the
framework.

Though maintaining awareness of a groupOs initiafiguration and of the changes to that
collaboration are central to an actors participaiio collaborative work, it should be noted thatth
awareness is not, in itself, sufficient for colladtive flow to be maintained in many collaboratiohms
addition to understanding a developing large-groolaboration, actor(s) must also be able to adapt
to (manage) dynamic changes within that collaboratiThey must, for example, be able to manage
changes to theomposition of the group.e. to deal with situations in which loss of faooality,
changing priorities or instruction from a highentlarity cause actor to either join or leave a group
involved in collaborative activity.

In the homogenous, structured, large groups thoseerjs and leavers may have no immediate
impact upon a particular actor (because the joimingeaving actor affects only a remote subgroup),



may change the composition and therefore activitythe local sub-group or may lead to the
replacement of an actors immediate superior, subate or contact within other sub-groups.

This in turn may lead to dynamic changes tottsk structure and processes the light of a new
role being adopted by the actor. Those changesoigpgcomposition (or indeed other changes e.g. the
loss of an important resource, a change in therenwient within which the group is acting or fresh
instructions from a remote authority) may in tumuse dynamic changes to local goals, high-level
goals or both.

In response to changes in group goals or compasitie actions of an individual actor may also
need to be dynamically altered. The adoption okw group structure, role or local (sub) goal will
each cause a collaborative actor to reconsider #wtivity, the schedule to which that activity rmus
adhere or both together.

Finally, theresourcesneeded by and available to an actor working withiarge group are likely
to change in the course of collaborative activityapy complexity. A lost communication channel can
lead to the loss of information resources (i.estheesources which were supplied by other actars),
blocked physical pathway may lead to lost fuel siggpand the loss of a superior or contact actors
will prevent communication beyond the immediate -gubup within which an actor is operating.
Adaptation to such losses may only be possiblecibra posses the capabilities to: a) dynamically
change goals, group structure and activity in lighthanges to resource needs and b) dynamically
change goals, group structure and activity in lighthanges to resource availability.

2.5 Address & Resolve Conflict

When conflicts are identified in the course of Eyéascale collaboration actors will also need the
capability to address and resolve them. In pertlapdeast disruptive case, the actor(s) identifyang
conflict may also be able to resolve it. This maguire the revision or change of individual tasks
(which in-turn may impact upon the wider task oé¢ tjroup). It may also require an alternative or
additional resource usage (e.g. the allocation afentime to a transport task in exchange for a towe
fuel usage). To the extent that these changes ade rthey must be done so with communication and
coordination to the appropriate other members efdbllaboration to ensure that awareness and the
potential for further conflict is minimised. Henae see a further instance of the complex interastio
that occur with the collaboration framework
2.6 Communication and Coordination Structures and Proceses

In describing the framework here we have left largaplicit the detail of the communication and
coordination structures and processes needed. \Bridgfe coordination structures and processes
characterise the dependencies and the means farimnsthe required states between those
dependencies are maintained. These exist botheinnttividual cells of the framework and between
the cells of the framework. For example within task structures there will be coordination procssse
needed to ensure that the completion of tasks @yedmated within the group. Furthermore, between
the resource and task structures there will be dination process to ensure the availability of
resources in timely manner.

Similarly, the communication processes and strestuare the rules governing the routes and the
form of communication within the collaboration. Beemay be universal (i.e. one set of rules applies
to all) or may be diverse (i.e. different rules Bp@ different parts) and static or dynamic (itleey
may be allowed to change over-time and/or eventeot: These communication rules will again have
implications and influences upon the group, tasganisation and resource structures and upon how
conflict is avoided, identified and resolved inlabbration. (For a fuller description see [3]).

3 APPLICATION TO AUTONOMOUS SYSTEMS AND BEYOND

We have briefly described the collaboration framewérom the perspective of the Oldentify
conflictO, OAvoid conflictO and OResolve Conflietfions of Figure 1 and considered some of the
capabilities that collaborative groups of people/an autonomous systems will need. Future work
will develop simulations of autonomous systems thgilement those capabilities and will then use
those simulations as the basis for testing thadigland practicality of those candidate requiretaen
The research will also apply the collaboration feavork to heterogeneous groups of AS to consider:



o different communication pathways between AS inatiéht parts of the wider
collaboration,
o different understandings of the division of labeitween different parts of the group,
o different allocations of resource both to indivild& and the sub-groups to which they
belong,
o different coping strategies in the case that cotsflarise, such as those described above.
3.1 Further Issues
In applying the framework to AS we recognise theraybe collaboration problems arising that
cannot be resolved by the AS encountering the problThis may occur because AS have not been
designed to play a full collaborative part in amiaty. Alternatively, AS may incur damage, resoesc
run out and group members lose contact with theemgploup. In both cases this may affect individual
and group ability to;
0 avoid group structure, group composition, role,lgaetivity and resource conflicts,
o identify group structure, group composition, rajeal, activity and resource conflicts and
0 resolve group structure, group composition, rotelgactivity and resource conflicts.

Moreover, this may lead to a situation:
o where a partial or complete inability &woid conflicts will result in an increased need to
identify andresolveconflicts, and
0 a partial or complete inability tialentify conflicts will obscure any remaining capability
an AS holds taesolvethose same conflicts.

In such situations, we may use the framework tatifie a fallback solutions or Owork-aroundO that
can be used to improve large group AS functionalityhere a full collaborative capability is not
available), and to identify the collaboration cacatsl limitations associated with each work-araund
3.2 Relevance to Virtual Organisations

The framework we have presented here is of a canakpature, largely of relevance to those
interested in understanding and/or developing bolative organisations. It provides a basis for
developing detailed models of the interactions thaton in collaboration and for modelling the
structures and processes in a collaborative orghois An important area is the development of
mechanisms and technologies to support such caliibe organisations that can (and must) be
developed following this framework. Research weemrgaged in beyond our AS work includes work
with health organisations and with local authositiethere we are helping them to engage in
collaborative decision-making, and collaborativevgee provision. In many cases these collaborations
are creating new virtual organisations (VO) thameotogether to deliver and develop services, and
which involve people from many different individuatganisations and groups. To support these
applications we need to develop mechanisms anchodoagies that address: 1. the development of a
VO, 2. the functioning of a VO, and 3. the assesdnoé the collaboration in a VO. We envisage the
development of collaborative VOs using the framdwar also require tools and languages to allow
the proposed structures to be expressed and rehsdb@t as an aid to design. To support the
functioning of the VO we envisage that environmeantd tools that support easy and efficient sharing
of information, formation of policy, decision-makjrand communication and coordination will be
needed. While to support assessment of collaborat® will need to develop metrics of such aspects
as the amount of communication or ease of commtiaitahe amount of consensus, and sharing that
exists within the organisation and the ability i, identify and resolve conflict. All of thesequire
language and software technologies that can caitli hem a change of culture that allows
organisations to work collaboratively to meet tleendinds of complex dynamic situations.
4 CONCLUSIONS

In conclusion, therefore, this paper extends oudewstanding of collaborative structures and
processes. It situates large group collaboratiadhiwithe broader context of social emergence [I5].
has led to a set of requirements for future ger@ratof autonomous systems capable of participating
in collaborative activity. We also identify areas which future research must extend the work
presented here. More specifically, those extensioust include:



o Investigation of AS reaction to Qindividually-unsdleO role, goal, action and resource
conflict,

o Testing of both the validity and utility of the neigements identified here,

0 Application to human collaborations in service dety.

o Development of technologies to support dynamicadmration in large-scale groups.

These extensions are the subject of our furthexares.
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